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Abstract

The main purpose of this study isto investigate how to provide authentication in
wireless sensor networks and how it can be done in an energy efficient way. Other
goals are to give an introduction to general security in wireless sensor networks
and to see how the addition of message authentication codes (MAC) of various
lengths affects the lifetime of a sensor node. To do this, a study of security
solutions with focus on key establishment schemes that enable authentication and
practical tests on the energy consumption depending on MAC length are
performed. The sensor nodes used in the tests are equipped with an Atmel
ATmMegal28 microprocessor and a Chipcon cc2420 radio chip from Texas
Instruments. The study and the tests are analyzed with respect to the project
scenario, which is engine vibration monitoring with sensor networks consisting of
about 20 nodes where data is sent only once aweek. The sensor network topology
Is star-mesh hybrid with dedicated router nodes. The tests are performed on the
IEEE 802.15.4 AES-CBC-MAC Security suites.

The conclusion from the tests is that the recommended setting is to use a 32 bit
MAC on the network layer packet and a 32 bit MAC on the LNK layer packet,
because this setting provides a sufficient security level and protects against certain
denia of service attacks without consuming too much energy. The test results
show that for the vibration measurement scenario, the lifetime of a sensor nodeis
almost not affected at all by the addition of authentication because the datarate
over one duty and sleep cycleisvery low. The conclusion from the study of
security solutionsis that symmetric cryptography isto prefer over public key
cryptography, because of its superior speed and lower energy consumption, and
for symmetric cryptography solutions LEAP is the main recommended solution. Its
key establishment scheme is very energy efficient, scalable, flexible in keying
models and provides protection against many attacks.

Keywords: Wireless sensor networks, authentication, security, energy
consumption.
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1 Introduction

This master thesisis part of aresearch project at ABB that isaimed at providing
engine vibration monitoring by awireless sensor network at oil platforms. An oil
platform can contain about 1000 engines that need to be monitored.

In wireless sensor networksiit isimportant to save energy so that the batteries of
the sensor nodes last for along time. This means that computations and
communications should be kept at a minimum so that the nodes can sleep as often
as possible. On the other hand there is a demand for security which increases the
number of clock cycles used for computations and the number of bits sent over
communication channels. These contradictory demands for security and low
power consumption mean that a compromise between them must be worked out.

1.1 Purpose

The purpose of this master thesisis to introduce security to the project, to see
what has been done in the area of authentication in wireless sensor networks, to
see which methods can be used to reduce energy consumption when adding
authentication and to make practical tests on the energy consumption when adding
authentication. The primary questions at issue are listed below.

How can authentication be provided in wirel ess sensor networks?

Which methods can be used to reduce energy consumption when adding
authentication to the sensor network?

Which layer or layers in the network stack should add authentication when
energy consumption must be kept low?

How large message authentication codes should be used?

1.2 Method

To produce this report and to be able to answer the questionsin the previous
section, abroad study of wireless sensor networks was performed, followed by a
more extensive study of security in sensor networks. The largest amount of time
was spent on the study of sensor network security solutions that provide
authentication.

The security solutions to study were mainly found by searching for the most
popular and referenced papers. An important factor for the solutions that were
selected for the report was that they had to fit the scenario described in section
2.3. There are some exceptions, e.g. LIGER which was chosen because of its
interesting approach. The ZigBee security solution was chosen becauseit’s the
only one that has been developed specifically to reside on top of IEee 802.15.4.
TinySec was chosen because it is used in Tinyos, the most popular operating
system for sensor networks and to have something to compare the IEee 802.15.4
security protocol with as they are both link layer security protocols. Particular



effort was put into finding commercia security solutions or the security parts of
commercia sensor network products.

The method for the practical part is described in detail in section 8.3.

1.3 Restrictions

This study is mainly restricted to device level unicast authentication (see section
5.5 for definition), but afew methods for other types of authentication are briefly
presented when found. Further, this study does not compare the energy efficiency
of different ciphers, encryption functions and cryptographic checksum functions,
because the onesin IEEe 802.15.4 is assumed to be used.

1.4 Sources

Because of the early stage of the sensor network research field, thereisvery little
literature on subfields like sensor network security. At the beginning of the work
on this master thesis, there were no books specialized on sensor network security
in Swedish bookstores. During the work, one such book, Security in Sensor
Networks by Y ang Xiao from Auerbach Publications, was released but not soon
enough to be used. Therefore most sources are academic papers. Many of the
most popular papers originate from University of Californiaat Berkley, but
measures were taken to try to find information from other parts of the world to
counteract a biased report.

One potential problem is that, maybe because of the relative short period that
sensor network security has been aresearch area, there are not many published
critical reviews of the papers. Some critique can be found embedded into other
reports but other than that the only direct review found is an evaluation of the
security in IEee 802.15.4.

When amaterial about a product from the producer’ s webpage is used, asisthe
case in this report with Certicom, one must of course be careful. It might give
interesting statements and viewpoints, but it might also be a bit exaggerated.

1.5 Disposition
Therest of thisreport is structured as follows.

Section 2 describes the technol ogies that are the foundation of the work in
this report, i.e. an introduction to sensor networks and IEee 802.15.4.

Section 3 discusses the energy consumption of the sensor node used for
tests and investigates network wide energy consumption.

Section 4 defines some use cases that are important from a security
perspective.



Section 5 presents an overview of general security in sensor networks.
Section 6 presents the security solutions that have been studied.
Section 7 presents an analysis and comparison of the security solutions.
Section 8 defines the practical tests.

Section 9 presents some results of the tests.

Section 10 contains an analysis of the test results with some experimental
calculations on two of the use cases.

Section 11 discusses some interesting issues about the report.
Section 12 presents the conclusions of this work.

Section 13 presents some of the work that must be done in the future to
reach the security goals.






2 Technology

This chapter describes the different technologies used in this master thesis. It
starts with the basics of wireless sensor networks and ends with the IEEe 802.15.4
standard which is used as the foundation of the wireless communication.

2.1 Wireless Sensor Networks

A wireless sensor network typically consists of a number of sensor nodes
wirelessly connected to each other and a base station that connects the sensor
nodes with another network. Sensor networks have many proposed usesand itisa
relatively new field of research that is currently growing fast.

2.1.1 Motivation

Monitoring vibrations on an engine using a sensor has been possible in the past.
This could be done by either attaching a sensor to the engine and wireit to a
computer or by having an operator perform manua measurements. In a scenario
with a thousand engines, the wired sensor solution would be very expensive
because of al the wires and the manual method would be very time-consuming
and hence expensive.

With awireless sensor network these problems can be solved. The sensor nodes
should be relatively cheap and because no additional equipment, e.g. cables, is
needed the system will be cheap. If the energy consumption is kept at alow level,
then the device will have longer lifetime which in turn means that the network can
run longer without human interference, which hel ps keep maintenance costs low.

2.1.2 Terminology
A sensor node is an entity that performs the monitoring and passes data to the
network. See section 2.1.3.

A relay node or router node is an entity that routes and forwards packets from the
sensor nodes to the base station. It may or may not be a sensor node too. No
distinction is made between relay node and router node in this report.

A node s either a sensor node or arouter node.

A base station, access point or gateway is the entity that all sensor datais sent to.
It is more powerful than the nodes and can be connected to another network, e.g.
the internet.

A sinkhole or sink is anode that draws all traffic to it. A base station is dways a
sink, but a compromised node where an adversary has taken advantage of the
routing protocol to route all traffic to it is also one.



2.1.3 Sensor nodes

A sensor node is an entity with a microprocessor, a communication device, an
energy source and one or more sensors. These are the basics but other components
e.g. extramemory or LEDS can be added. The microprocessor istypically an 8 or
16 bit processor operating at 16 MHz or less with up to afew hundreds kB of ROM
and less than ten KB of RAM.

The most common energy source today is a battery, but the hope isthat in the
future, energy scavenging through generators built on MEMS (micro-electro-
mechanical systems) technology will be cheap and efficient enough to provide a
sensor node with enough energy for its needs. With such a generator the lifetime
of anode will be much longer than with a battery and another component of the
sensor node might become the one that limitsitslifetime.

2.1.4 Communication

Communication is handled by small embedded radio devices. The communication
pattern in a sensor network is special. Most communication is many-to-one
(sensor nodes to base station), but there can also be some one-to-many (base
station to nodes) and routing protocols might require peer-to-peer (node to node),
multicast or local broadcast communication.

2.1.5 Network Topology

Which network topology to choose depends much on the application and in what
environment the sensor network isto be deployed. Bertholdt (2006) describes the
star, mesh and star-mesh hybrid topologies and their pros and cons. We aso look
at afourth possible topology, which is the cluster-tree topology.

Star

A sensor network arranged as a star, illustrated in Figure 1, is a single-hop system
which means that the sensor nodes only communicate with the base station, never
with each other. This makes for the lowest energy consumption of the topologies,
because the sensor nodes don’'t have to deal with routing and forwarding, so they
can independently implement power management schemes where the node goesto
sleep and only wakes up to gather and send data (Bertholdt, 2006).

The downside of the star topology is that there is no communication redundancy.
If theradio link between the node and the base station is obstructed, by an object
or another radio signal in the same frequency, the data can not be sent through
another path and will be lost. Also more planning has to go into designing the
network, because every node has to be in range of a base station and more base
stations might have to be used (Bertholdt, 2006).

“Star topologies are a good fit for networks that need to cover alimited, well-
defined range and provide optimal low-power characteristics for endpoints”
(Bertholdt, 2006).
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Figure 1 Star network topology

Mesh

A mesh sensor network, illustrated in Figure 2, is a multi-hop network where all
the nodes are router nodes. The network can self organize and dynamically
reorganize itself on external events or on node failure. Given that each nodeisin
radio range of two other nodesit will (probably) have redundant paths to the
gateway (Bertholdt, 2006).

The downside of the mesh topology is that the routing requires alot of energy.
Advanced network protocols and power management can lower the energy
consumption but the lifetime of a node in a mesh network will still be 20-60% of
that of anodein a star network. To make it possible for the nodes to go to sleep
when inactive, they can either be required to wake up frequently to listen for radio
traffic or perform a network wide millisecond synchronized wake up when all
nodes gather, send and propagate data (Berthol dt, 2006).

“Mesh topologies therefore are a good fit for networks that need extensibility,
reguire the entire network to be low-power battery-operated, and are deployed in
an environment with changing RF conditions that require dynamic rerouting”
(Bertholdt, 2006).
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Figure 2 M esh network topology

Star-Mesh Hybrid

A star-mesh hybrid sensor network, illustrated in Figure 3, consists of a mesh
network of router nodes, and each router node is the center of a star network of
sensor nodes. The sensor nodes can also be in range of more than one router node
and thereby have redundant paths. The router nodes never sleep and must
therefore be line-powered or get their batteries recharged often. This scheme takes
advantage of the extended range and fault tolerance of the mesh topology and the
smaller sensor node power consumption of the star topology but it can not be used
in scenarios where the router nodes cannot be powered properly (Bertholdt, 2006).

“ Star-mesh hybrid topologies are a good fit for networks that require local
processing at the routing device, need a backbone with high bandwidth and
minimal latency, or have main power readily available for the routing nodes”
(Bertholdt, 2006).

Cluster-Tree

The cluster-tree topology, illustrated in Figure 4, has many similarities with the
star-mesh hybrid topology. The difference is that the router nodes are not set up in
mesh network, but in tree structures. This provides extended range but not the
redundancy of mesh and star-mesh topologies.
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Figure 4 Cluster-tree network topology




2.1.6 Challenges

There are numerous challenges in the area of wireless sensor networks. The main
ones are reducing node size, reducing cost and reducing energy consumption. The
vision is to have tiny sensor nodes, maybe as small as one mm?®, that are very
cheap so that for some applications millions of nodes can be used (prof. Jan
Madsen, lecture, 2006-05-10). One of the smallest nodes today is the Mica2dot
which is circular with a diameter of 25 mm, but doesn’t include any sensors and
uses a3V coin cell battery asits power source (Mica2dot datasheet, 2006).

To reduce energy consumption the node needs to be asleep as much as possible
and, when awake, send as few bits as possible. These are the basics that need to be
considered when designing applications, such as security, for sensor networks.
Also, the memory size might make it important to optimize the program code for
smaller size and smaller RAM usage. Karlof and Wagner (2003, p.2) states that the
development in wireless sensor networksis not likein traditional computer
science. It is not mainly about increasing computational power at a fixed cost, but
about maintaining the same computational power and minimizing the cost.

2.2 |EEE 802.15.4

IEEE 802.15.4 is astandard for low rate wireless persona area networks, which
have atypical operating space of about ten meters. It can be used at longer
distances to some trade-offs. It defines the physical layer (PHY) and the medium
access control sublayer, for such networks taking into account that there is little or
no network infrastructure and that complexity, cost, power consumption and data
rate of the wireless devices should be ultra-low. Carrier sense multiple access —
collision avoidance (CSMA-cCA) is used for channel access, either dlotted or
unslotted. The slotted version uses beacon frames. The medium access control
sublayer is a sublayer of the link layer and will be referred to as the link (LNK)
layer to avoid confusion with message authentication code which has the same
abbreviation (MAC) as medium access control. The IEEe 802.15.4 standard defines
four types of packets: the beacon, data, control and acknowledgment packets.

The PHY requires the radio to operate in one of three license free bands.
868-868.6 MHz (e.g. Europe)
902-928 MHz (e.g. North America)
2400-2483.5 MHz (Worldwide)
The PHY is aso responsible for the following tasks:
Activation and deactivation of the radio transceiver
Energy detection within the current channel
Link quality indication for received packets

Clear channel assessment for CSMA-CA

10



Channel frequency selection
Data transmission and reception

The medium access control sublayer handles all accessto the PHY and is
responsible for the following tasks:

Generating network beacons if the device is a personal area network
coordinator.

Supporting personal area network association and disassociation.
Supporting device security.

Employing the csmA-ca mechanism for channel access.
Handling and maintaining the guaranteed time slot mechanism.

Providing areliable link between two peer medium access control
sublayer entities.

Of biggest interest for this report is the statement that the medium access control
sublayer supports device security, which will be further investigated in section
6.2.

The fact that this protocol was designed for low data rate, battery powered devices
makes it very suitable for wireless sensor networks. Compared to IEEE 802.11
(WiFi) and 1eee 802.15.1 (Bluetooth) with up to 54 Mbit/s (802.11g, 2003) and up
to 3 Mbit/s (Specification of the Bluetooth System (v2.0 + EDR), 2004)
respectively, the IEee 802.15.4 data rate of 20-250 kbps is much more suitable for
wireless sensor networks because it does not consume as much energy (802.15.4,
2003).

2.3 Scenario Technology and Conditions

As described in the introduction, the scenario sensor network will monitor
vibrations of alarge number of engines on ail platforms. However, it will be
divided into smaller networks of about 20 nodes, that functions as described
below in this section. This study does not focus on the interconnection of these
subnets, it will only consider security in one subnet.

The sensor networks studied in this case will basically have a star-mesh hybrid
topology. The unfriendly environment requires the redundant communication
paths of the star-mesh hybrid, but there might be areas where it is reduced to a
cluster tree. Figure 5 shows what it might look like, except the sensor nodes
should be in alarge mgority over the router nodes. In this scenario the router
nodes does not include sensor functionality, they are dedicated to relaying and
routing. Despite what was written in section 2.1.5 about the power supply of the
router nodes in a star-mesh hybrid network, the router nodes are battery powered
in this scenario. The sensor nodes does not communicate with each other.

11
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Figure5 Scenario topology, a mix of star-mesh hybrid and cluster tree

An important property of the proposed sensor network is that the nodes will not be
randomly scattered, which is the more general case in sensor networking and the
most studied one. The sensor nodes will instead be placed on engines, whose
places are well defined, and the router nodes will be placed where they are

needed.

The IEee 802.15.4 standard is used as the foundation for wireless communication.
Higher layers will be used on top of it, but this study will not be restricted to any
specific implementations.

The theoretical part of this study will not aim for a specific hardware platform,
because the differences between various sensor node platforms are small; they all
share the same properties. The only exception is that hardware support for IEEE
802.15.4 in form of acompliant radio chip is assumed. The practica partis
platform specific however.
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3 Energy Consumption

This section investigates energy consumption, both on device level for the sensor
node used in the scenario discussed in this thesis and on a network level.

3.1 Sensor Node

In this section the energy characteristics our sensor node components are
presented and cal culations on energy consumption are presented. The Atmel
ATmMegal28 microcontoller current consumption is presented in Table 1 for three
different modes of operation, two different clock speeds and two supply voltages.

Table 1 Atmel ATmegal28 current consumption

Mode Current consumption
Active 5V 9mA
8mhz | 33V 10 mA
5V 17 mA
Idle 5V 4 mA
5V 8 mA
Power-save - 33V 9 A
5V 13 A

Source: ATmegal28(L) Data Sheet (2006, p.336-343)

If the microcontroller is running in active mode on 8 MHz and 3.3 V, then the
energy consumed is:

3.3V * 10 mA / 8 MHz = 4 nJ/clock cycle
The cc2420 from Texas Instruments was the first 2.4 GHz IEEe 802.15.4 compliant

radio chip. Its characteristics with a supply voltage of 3.3V are presented in Table
2.

Table 2 Current consumption in cc2420 radio chip

Mode Current consumption

Power-down 20 A

Idle 426 A

Receive 18.8 mA

P =-25 dbm 8.5 mA

_ P =-15dbm 9.9 mA
Transmit . ——5="75 gbm 11mA
P=-5dbm 14 mA

P=0dbm 17.4 mA

Source: cc2420 Data Sheet (2006, p.13-14)




With abit rate of 250 kbit/s it means that the energy consumed on transmitting
withP=0dBmis:

3.3V *17.4mA /250 kb/s=0.23 Jhbit
The energy consumed on reception is:
3.3V * 18.8 mA / 250 kb/s=0.25 J/hit

If the ATmegal28 and the cc2420 are used together in these modes, then the
number of clock cycles that can be used at the same cost as transmitting one bit
will be:

0.23 J/ 4 nJ=58 clock cycleg/bit
Or if both transmitting and receiving is taken into account:
(0.23+0.25) J/4nJ=120 clock cycleg/hit

This equals about 460 and 960 clock cycles per byte respectively, which gives an
indication that, as previously stated, the radio stands for the largest part of the
energy consumption. This calculation can be interpreted as that if 460 or 960
clock cycles, depending on the point of view, can be used to reduce the packet
size with one byte, it will lower the energy consumption.

3.2 Network

Gao et a. (2002, p.1) examines energy consumption for sensor networks on a
network level. They list four causes to inefficiency.

Collisions

Overhearing

Control packet overhead, e.g. routing update and synchronization packets
Idlelistening

Collisions occur when two nodes try to send data to each other at the same time or
when several nodes try to send data to the same node at the same time and can be
avoided by scheduling the nodes to transmit at certain times (Gao et al., 2002,

p.1).

Overhearing is a natural effect of the wireless medium, because any node that isin
range hears what is sent even if it is not the recipient. The node must pick up the
packet anyway to determine its destination. Overhearing can be avoided by
making the node turn off the radio when another node starts transmitting a packet
not destined to it or when it has a packet to send but another pair of nodes are
already communicating (Gao et a., 2002, p.1).
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Control packets include routing update and synchronization packets. These
packets consume energy and reduce the bandwidth for regular data packets (Gao
et al., 2002, p.1).

Idle listening occurs when a node listens for packets but noneis sent. The optimal
situation would be that the node only listens for packets when packets are sent to
it. Thisnever happens, but the idle listening should be minimized to save energy
(Gao et al., 2002, p.1).

Gao et al. (2002, p.2-3) aso presents evidence that increasing the sleeping time of
anode doesn’t necessarily decrease the total energy consumption of two
communicating nodes. It depends on the network traffic conditions. During light
traffic conditions, increasing the sleeping time will decrease the energy
consumption. During medium and heavy traffic there is a more complex
relationship between sleeping time and saving energy. Increasing the sleeping
time of the receiving node during medium traffic conditions might require the
sending node to perform more connection attempts. If the energy spent on extra
connection attempts exceeds the energy saved by sleeping, then thereisno gainin
increasing the sleep time. When thereis heavy traffic, increasing the slegping time
can decrease the packet |oss rate which leads to less energy consumption.
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4 Use Cases

This section describes some use cases that are important in the security aspect.
The use cases can aso be used to define tests. In this report use case 2 and use
case 3 will be used in the practical part to analyze the test results.

4.1 Use Case 1 - Associate Node with Network

During the association phase, the network topology will be set up. Each node has
to find either the base station or the router node that will be its parent in the tree
according to some routing protocol. Thisis also where eventual key
establishments take place.

User: A node, either sensor node or router node.

Preconditions: The node is not aware of the network yet. Depending on
the security protocol, it might have one or more keys and the base station
address prel oaded.

Trigger: A node will enter this stage when the network isinitialy set up,
when it has been added to a pre-existing network and when it loses the
connection with its parent. Lost connection can happen for example when
radio conditions change or when the parent node fails.

Basic cour se of events: Information on network layer or routing protocol
isnot yet available.

Postconditions: The node knows which node is its one-hop parent and the
address of its base station. In case the node is arouter node it might also
know its children. If not preloaded, the node will possess the keys that the
security protocol requires.

Alternative paths: The node may not find a parent and has to try again or
go to sleep and try again after sometime.

4.2 Use Case 2 - Transmit Vibration Data

In this use case the node sends vibration data to the base station in a secure way. It
must meet the security requirements listed in section 5.7. Thisis the primary
application of the studied scenario.

User: A sensor node.

Preconditions. The sensor nodeis fully configured and knows its one-hop
parent and the base station address. The keys that will be used for the
message or keys that will be used to generate keys for the message have
been set up.

Trigger: The sensor node wakes up from sleep.
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Basic cour se of events. The sensor node samples the accelerometer for
approximately 250 ms and stores the datain RAM. Before transmitting the
data, the sensor node needs to follow the security protocol. New keys
might have to be generated from the keys it already has and it must add the
things needed, e.g. MACs and counters, to the message. Then the data,
which is 2048 bytes, is sent to the network. Probably the node waits for
one or more ACKS before it goes to sleep for one week.

Postconditions: The sensor node is ready to go to sleep.

Alter native paths: The sensor node does not receive an ACK and needsto
try again or go to the configuration and association stage.

4.3 Use Case 3 - Transmit Temperature Data

In this use case the node sends temperature data to the base station in a secure
way. It must meet the security requirements listed in section 5.7. Thisis an
alternative application of the studied scenario.

18

User: A sensor node.

Preconditions: The sensor node is fully configured and knows its one-hop
parent and the base station address. The keys that will be used for the
message or keys that will be used to generate keys for the message have
been set up.

Trigger: The sensor node wakes up from sleep.

Basic cour se of events: The sensor node senses the temperature for a
small amount of time and stores the datain RAM. Before transmitting the
data, the sensor node needs to follow the security protocol. New keys
might have to be generated from the keys it already has and it must add the
things needed, e.g. MACS and counters, to the message. Then the data,
which is 10 bytes or less, is sent to the network. Probably the node waits
for one or more Acks before it goes to sleep for one second.

Postconditions: The sensor node is ready to go to sleep.

Alternative paths: The sensor node does not receive an ACK and needsto
try again or go to the configuration and association stage.



4.4 Use Case 4 - Add Node to Network
This use case deals with addition of a new node to the network.

User: A human operator.

Preconditions. The network topology has previously been set up,
excluding the new node. The node might be preloaded with one or more

keys.

Trigger: A new point is going to be monitored or the old node was faulty.

Basic cour se of events. The operator needs to inform the base station
about the id of the new node, which engine it monitors and about eventual
prel oaded keys.

Postconditions: The node is ready to enter the configuration and
association stage.

Alter native paths: None
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5 Security in Wireless Sensor Networks

This section gives an overview of general security in wireless sensor networks and
presents the security requirements for the scenario.

5.1 Terminology

Authentication is the binding of an identity to a subject, i.e. whether we can make
sure we know exactly who sent us data (Bishop, 2004, p.171).

Availability refers to the ability to use the information or resource desired.
Availability is relevant to security because an adversary may try to deny this
ability by making it unavailable (Bishop, 2004, p.4).

Confidentiality is the concealment of information or resources (Bishop, 2004,
p.2).

Freshness ensures that datais recent and is not replayed by an adversary. There
are two types of freshness, weak and strong. Weak freshness provides partial
message ordering, but there is no information on the delay. Strong freshness
provides total message ordering and allows for delay estimation. Strong freshness
isuseful for time synchronization in anetwork (Perrig et a., 2001, p.4).

Integrity refers to the trustworthiness of data or resources. It is usually about
whether data has been atered in some way (Bishop, 2004, p.3).

Nonce is a number used once. It is used as input to cryptographic functions to
ensure that it does not produce the same output for a given input twice.

Plaintext is normal data or text, i.e. before encryption.

Public key and private key is the pair of keys used in public key cryptography,
which is aso called asymmetric encryption. The public key is available to anyone,
but the private key is only known by its owner.

Secret key is the shared key used in symmetric encryption. The communicating
parts use the same secret key, which must always be kept secret from everybody
else.

Semantic security is ensured when an adversary has no information about the
original plaintext even if he sees multiple encrypted versions of the same plaintext
(Perrig et a, 2001, p.4).

5.2 Limitations to Security in Wireless Sensor Networks

Walters et a. (2005, p.3-5) list the obstacles to security in wireless sensor
networks, divided into three parts: very limited resources, unreliable
communication and unattended operation.
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5.2.1 Very Limited Resources

As previoudly stated the sensor node memory size isvery constrained. This means
that a complex security mechanism might have too large code size or allocate too
much memory making the room for other applications too small. So the code size
of the security mechanism should be small. Also the key size and number of keys
stored have to be considered (Walters et al., 2005, p.3-4).

The biggest constraint is energy. When security is added to a sensor network,
extra energy is mainly consumed because of extra processing and increased
communication overhead.

5.2.2 Unreliable Communication

The security of the network relies on a defined security protocol which in turn
relies on communication. In the design of the security mechanism, things like lost
packets, damaged packets and latency must be considered. If the error rate of the
channel is high then error handling must be used so that security packets, e.g.
cryptographic keys, are not faulty (Walters et al., 2005, p.4).

The wireless communication medium makes it much easier for an adversary to
perform adenial of service attack or to join the network, thus enabling a variety of
attacks, because no wire has to be plugged in.

5.2.3 Unattended Operation

Many sensor networks are left unattended for along time which makes them
exposed to physical attacks, e.g. an adversary or damage from the environment.
The fact that they are managed remotely makes it very hard to determine if a
sensor node has been physically tampered (Walters et al., 2005, p.5).

5.3 Attacks

This section lists anumber of attacks that are of interest in awirel ess sensor
network.

5.3.1 Denial of Service Attack

The denial of service attack is an attempt to block availability. It is hard to detect
because it has to be determined whether it is a deliberate attack or effects of the
environment (Bishop, 2004, p.4-6).

Walters et a. (2005, p.11-12) list a number of types of denial of service attacks on
wireless sensor networks. The simplest isto jam one or more nodes, which means
to constantly or intermittently transmit signals on radio frequencies that interfere
with the ones used by the sensor network.

By violating the link layer communication protocol an attacker can attempt to
generate collisions. Thiswould aso force the nodes to retransmit their packets,
possibly leading to battery depletion (Walters et al., 2005, p.11-12).
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If an attacker has been able to alter the routing protocol of anode, it can refuse to
route packets, making certain paths unavailable (Walters et a., 2005, p.11-12).

The transport layer can aso be vulnerable to denial of service attacks. By sending
many connection requests to a node, an attacker can exhaust a node’ s resources
because it has to allocate resources for every connection request (Walters et al.,
2005, p.11-12).

5.3.2 Privacy Attack

A privacy attack is an attack aimed at getting secret information. By monitoring
the network traffic and listening to the data, an attacker can discover the,
potentially sensitive, contents of the communication, especialy if it is not
protected by encryption. By using traffic analysis the attacker can identify the
roles of different nodes, making it possible to detect certain events. An attacker
can aso insert anode or compromise a node, camouflaging as a normal node to
attract packages and forward them to the attacker (Walters et al., 2005, p.5-6).

5.3.3 Replay Attack

An adversary can replay a previously transmitted message, without knowledge of
any keys. The adversary just takes the encrypted and MAC-protected message,
buffersit and transmits it whenever he wants. Without replay protection, the
receiver cannot distinguish between a normal message and a replayed message. So
when an entity receives a message that is encrypted and authenticated properly, it
could just as well have been sent from an adversary that wants the receiver to get
old data.

5.3.4 Sybil Attack

In asyhil attack a single node presents several identities to the network. This can
have many effects on arouting protocol, especially geographic routing protocols
that are aware of the location of nodes. Using the sybil attack, one node can bein
multiple places (Karlof & Wagner, p.5-6, 2003). One example of where the sybil
attack can be used is in avoting scheme where the attack makes it possible for one
node to post multiple votes (Walters et a., 2005, p.5).

5.3.5 Clone Attack

In aclone attack an attacker loads its own node or nodes with the keys and
identity of a compromised node. Thus two or more nodes have the same identity
(Zhu et d., 2004, p.6).

5.3.6 Traffic Analysis Attack

To render the sensor network completely useless, an attacker can make the base
station unavailable. It isafact that the closer to the base station, the more traffic is
sent. So by analyzing the traffic the attacker can identify the base station, thus
making it easier to attack it. The attacker does not even have to know the contents
of the communication to do this (Walterset a., 2005, p.5).
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5.3.7 Spoofed, Altered or Replayed Routing Information

By spoofing, altering or replaying routing information an attacker may be able to
create routing loops, attract or repel traffic, partition the network etc (Karlof &
Wagner, 2003, p.5).

5.3.8 Selective Forwarding Attack

In the selective forwarding attack, a malicious node will selectively drop some
packets and forward others. By not dropping all packages it ensures that the
surrounding nodes do not come to the conclusion that it is dead and lowers the
risk of being detected (Karlof & Wagner, 2003, p.5).

5.3.9 Sinkhole Attack

An attack where the attacker tries to make all or nearly al traffic from a certain
area pass through a compromised node is called a sinkhol e attack. Sinkhole
attacks can enable avariety of other attacks such as selective forwarding and
privacy attacks. The sinkhole typically works by advertising a high quality link to
the base station. Thisis done either by lying about it or by actually providing a
high quality link by use of a powerful transmitter. The latter is harder to detect,
because checking end-to-end delay can not be used to reveal the attack (Karlof &
Wagner, 2003, p.5).

5.3.10 Wormhole Attack

In the wormhole attack an adversary creates alow latency link between two parts
of the network, which are not normally close to each other. This can create a
sinkhole. The wormhole attack is most likely to be used together with selective
forwarding and privacy attacks. It becomes more difficult to detect if used
together with a sybil attack (Karlof & Wagner, 2003, p.6).

5.3.11 HELLO Flood Attack

If the communication protocol requires the nodes to send HELLO messages to
present themselves to other nodes, it can be used by an attacker with a powerful
transmitter. The attacker sends HELLO messages to many or all nodesin the
network making them believe it iswithin their sending range. However, when
they try to send a packet it will not arrive anywhere, because the destiny is out of
range. Thiswill leave the network in a state of confusion becaues most nodes are
trying to route through the attacker (Karlof & Wagner, 2003, p.6).

5.3.12 Battery Depletion Attack

A battery depletion attack is any attack that is aimed at depleting a sensor node's
battery. One method has already been mentioned in the part about denia of
service attacks. The main methods here are to fool the node to stay awake, listen
to the radio and to retransmit packets.
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5.3.13 Impersonation Attack
In an impersonation attack the adversary tries to make a node present itself as
another node or tries to present himself as a certain node in the network.

5.4 Cryptography

There are two main classes of cryptography, symmetric and asymmetric
cryptography. Symmetric cryptography uses one secret key shared between the
communicating entities. This key is used both for encryption and decryption and
the problem is to establish the key in a secure way. Asymmetric or public key
cryptography uses apair of non-identical keys consisting of the public key and the
private key. The private key is known only to the owner and the public key can be
known by anyone. Properties of the algorithms used for public key cryptography
ensures that the private key can not be derived from the public key. To provide
secrecy the message is encrypted with the public key of the receiver and to
provide authentication the message is encrypted or signed with the private key of
the sender. Public key cryptography requires much longer keys to provide the
same security level as symmetric key cryptography and is much heavier to
execute. Therefore public key cryptography israrely used to encrypt entire
messages even on desktops. Instead it is used to exchange symmetric keys and to
sign message digests.

One type of symmetric cipher is block cipher, e.g. AES, which transforms a string
of acertain length to another string of certain length. It needs an encryption
function to make it possible to use this cipher on longer strings. The plaintext is
divided into blocks that are encrypted one at atime. The encryption function often
takes an initialization vector (1v) or nonce as input to make it more resistant to
attacks. Another cipher typeis stream cipher, which simulates an infinitely long
key and encrypts one bit or character at atime and can therefore encrypt plaintexts
of any length. Because block ciphers encrypt multiple bits at atime,
implementations of block ciphers run faster than implementations of stream
ciphers (Bishop, 2004, p.147-152).

5.5 Authentication

Authentication in sensor networks is atricky task. In traditional networks that do
not have the constraints of sensor networks the common way to authenticate is
using public key cryptography. The sending entity signs the message using its
private key and the receiving entity verifies the authenticity of the message with
the public key of the sender. The problem becomes to guarantee that the public
key really belongs to a certain entity. Thisis commonly solved by a certificate
authority (cAa) which isatrusted third party that certifies that a public key belongs
to aparticular entity.

In sensor networks it is usually assumed that public key cryptography can not be
used because of the constraints. In that case authentication must be provided using
symmetric cryptography. This means that the two communicating entities must
agree on the symmetric key in a secure and trusted way. Traditionally thisis done
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by encrypting the symmetric key using public key cryptography or by using a
trusted third party called key distribution center (kDC). Different schemes for
providing authentication in sensor networks will be examined in section 6.

There are different types of authentication. If nothing else is specified, then
authentication refersto the device level unicast authentication. Device level
authentication means that the message is proven to originate from a certain
device. On the other hand thereis group level authentication which means that the
message is proven to originate from a certain group of devices. Unicast says that
the message is sent to one node. Thereis also multicast and broadcast
authentication where the message is sent to many or all nodes respectively and is
still authenticated. Multicast and broadcast authentication is even harder to
provide without public key cryptography, but section 6.5.2 will show that itis
possible. This report will focus on device level unicast authentication, but itis
important to note that there are other types of authentication.

When using symmetric cryptography to provide authentication, a pair-wise key is
used to create message authentication code (MAC), which is a cryptographic
checksum that is appended to the message. The receiver generates a MAC from the
message and compares it to the MAC included in the message. If they are the same
and the recelver trusts that the key is shared with the correct sender, the message
has been authenticated. M essage authentication code is sometimes referred to as
message integrity code (MIC). As the name suggests aMAC isaMIC when it isonly
used to protect the integrity of a message.

5.5.1 Security Level of a MAC

The security level of aMAcC ismainly dependent on its size nin bits. Trying to
find two messages m and m’ with H(m)=H(m’), where H(.) is the function that
generates aMAC from its input, in arandom manner has the probability 22 of
succeeding. Given amessage m and its MAC the probability of finding another
message m’" with H(m)=H(m’) has the probability 2™ of succeeding. Assuming
that the MmAC function is public and that the key length k is smaller than n, the
attacker would benefit from trying to guess the key instead as the probability of
guessing the key is 2. By knowing the key the attacker can create arbitrary
messages and calcul ate the MAC for it which is more powerful than only being
able to interchange two messages that have the same MACs.

Karlof et a. (2004, p.6-7) argue for using a4 byte MAC. They state that with a
19.2 kbit/s channel it would take an adversary over 20 months to send the amount
of messages needed to successfully forge one message. However if in the order of
2% messages has been sent into the network without a break for 20 months, then
the receiving node would probably run out of energy quite fast. If that didn’t
happen the adversary would have caused a denial of service attack anyway.

5.6 Symmetric Keying Models

All cryptographic methods need a cryptographic key. This chapter describes
keying models for symmetric encryption.
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5.6.1 Global Keying

The simplest keying model uses asingle global key, known by al nodes and used
by al nodes during communication. This makes key management trivial, but
comes with the cost of lower security. If an adversary compromises one node, it
undermines the security of the whole network (Sastry & Wagner, 2004, p.5).

5.6.2 Pair-Wise Keying

Using pair-wise keys, aunique key is assigned to each pair of nodes. Thisis much
more secure than using a global key, but the storage overhead becomes very large
if anode communicates with many nodes (Sastry & Wagner, 2004, p.5).

5.6.3 Group Keying

Group keying partitions the network into groups and uses a unique key for each
group. All communication within the group uses this key. This creates the
possibility to trade off group size for security (Sastry & Wagner, 2004, p.5) .

5.6.4 Hybrid Approaches

To allow for more flexibility, these keying models can be combined by using a
different keying model for different communication types. For example by using
pair-wise keys for node to base station communication and a global key for node
to node communication (Sastry & Wagner, 2004, p.5).

5.7 Scenario Security Requirements
This section presents what the security requirements are for this scenario.

5.7.1 Authentication

Each sensor monitors one specific engine, so when data arrives at the base station
itisvery important for it to know exactly which sensor node sent the data.
Therefore data origin authentication must be provided. There must be no doubt
about which engine is behaving abnormally, otherwise afully functional engine
might be replaced.

5.7.2 Integrity

Integrity is equally important as authentication. If a message has been atered it
must be detected, otherwise an adversary can cause false alarms or, even worse,
make an abnormally vibrating engine seem normal. Fortunately integrity is
automatically provided with authentication so it does not need any extra
mechanisms.

5.7.3 Freshness
Even with authentication and integrity the network is vulnerable to replay attacks.
Therefore at least weak freshness is needed.
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5.7.4 Availability

The importance of availability depends on the scale of the attack onit.
Considering the case where asingle node is unavailable for a short period and that
the probability of an engine problem isrelatively low, it is not a problem. But if a
successful denial of service attack is launched on multiple nodes for along period
of time, then there is definitely a problem. However, protecting against denia-of -
service attacks often requires methods that are out of scope of this report.
Therefore only denial-of-service attacks that can be rendered harmless as aside
effect of authentication is investigated.

5.7.5 Confidentiality

The data that is sent from sensor nodes to the base station in this scenario isthe
vibration measurements. It is not important to keep this data secret because it is
assumed that an adversary has no use for them. Thus confidentiality is not an
important property and can be excluded if it draws too much energy.
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6 Security Solutions

This section presents the security solutions that were found to be interesting for
our scenario. The descriptions are overviews and are therefore intently not going
into details. They are meant to give an idea of what each solution does and how it
doesit, but to fully understand it the original source must be read. The security
solutions have subsections on performance and known issues if any such
information is available or found.

6.1 Evaluation Criteria

The security solutions are evaluated on the following properties, ordered with the
most important property first:

1. Authentication, integrity and replay protection
2. Low communication overhead

3. Low computational overhead

4. Plug-and-play

5. Resiliency

6. Fault tolerance

7. Memory usage

8. Confidentiaity

9. Scalability

Authentication, integrity and replay protection are most important as aready
stated in section 5.7. Energy efficiency is next on the list. Energy efficiency can
be hard to estimate, but, as seen in section 3, low communication overhead will be
thefirst priority followed by low computational overhead, which will both
contribute to alower energy consumption.

It isimportant that the security solution does not add alot of extrawork during
deployment and physical management of the sensor network. For example adding
anew node to a security enabled network should be as close to adding one to a
network without security as possible.

Resiliency isthe property that even with some number of compromised nodes the
security of the network is still upheld. Fault tolerance is similar to resiliency, but
means that security should be upheld even in the presence of faults such as node
failure.

The memory usage, both program and data, is another important property. Thisis
because sensor nodes have small memory sizes and probably need it for their
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application tasks. Depending on the size of application code and the size of the
program memory this property might be place higher on thislist.

Confidentiality and scalability are at the end of the list. Confidentiality was found
not to be important in section 5.7.5 and scalability is not an important factor
because as discussed in section 2.3 each sensor network will be small.

6.2 IEEE 802.15.4 Security Protocol

The IEee 802.15.4 standard defines a set of security operations at the LNK layer
that can be implemented and used. Fully implemented it provides the following
Security services:

Access control — alows a node to define which nodes it will communicate
with. An access control list (AcL) hasto be maintained by the node. The
ACL contains information of the security material, e.g. keys and nonces,
that should be used with a certain address. The AcL allows a node to use
different security suites for different nodes in the same network.

Encryption — uses symmetric encryption to encrypt the payload of beacon,
data and command messages. The key must be provided by a higher layer.

Integrity — uses aMAC to ensure that a beacon, data or command message

is not altered by someone without the key and that it came from someone
who has the key.

Freshness — provides evidence that the lastly received datais newer than
the data received before, but does not provide a strict sense of time.

The standard defines three modes:
Unsecured mode — no security.

AcL mode — only the access control service is used. Higher layers must
implement mechanisms to ensure the identity of the sender is correct.

Secured mode — any of the security suites below is used.

In secured mode there are three main security suites that can be used. These are
AES-CTR encryption, AES-CBC-MAC authentication and the AES-cCM combined
encryption and authentication. The AES-CBC-MAC and the AES-CCM comes in three
different versions each depending on the size of the MAC.
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6.2.1 AES-CTR Encryption
The AES-CTR encryption provides the following services:

Access control
Encryption
Freshness (optional)

The CTR (counter mode) symmetric encryption algorithm involves generating a
key stream using a block cipher, in this case AES, with a given key and nonce and
XORinNg it with the plaintext and integrity code. The decryption performs the same
operations, but on the ciphertext instead of the plaintext.

The overhead introduced by AES-CTR consists of the storage overhead, the
communication overhead and the computational overhead. The storage overhead
has a minimum size of 21 bytes per field in the AcL, but with sequential freshness
enabled, it is 26 bytes.

The communication overhead is 5 bytes per frame.

6.2.2 AES-CBC-MAC Authentication

The AES-CBC-MAC authentication provides the following security services.
Access control
Integrity

The cBc-MAC function (cipher block chaining message authentication code)
generates MAC using ablock cipher, in this case AES. The verification process
consists of generating the MAC and comparing it with the received integrity code.
The MAC is generated from both the LNK layer header and the LNK layer payload.

The storage overhead consists of the key which is 16 bytes and the
communication overhead consists of the MAC which can be four, eight or 16 bytes.

6.2.3 AES-CCM Combined Encryption and Authentication
The ccm (CTR plus cBc-MAC) combined encryption and authentication provides
the following security services:

Access control

Encryption

Integrity

Freshness (optional)
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Theccm procedure consists of generating the integrity code followed by
encrypting the plaintext data and the integrity code.

The storage overhead is 21-26 bytes and the communication overhead is nine, 13
or 21 bytes.

6.2.4 Problems
Sastry and Wagner (2004) present a number of problemsin the IEee 802.15.4
security protocol specification.

If two entriesin the AcL share the same key it islikely that the nonce, whichis
used as input to the encryption algorithm, will be reused. Because of properties of
the CTR encryption a gorithm this can totally break confidentiality. It can be
solved by proper nonce management and by never separating the nonce from the
key (Sastry & Wagner, 2004).

In case of apower failure, special precautions have to be taken. Otherwise the
node will wake up with aclear AcL. The key fields can be repopul ated with the
appropriate values but it is not clear what to do about the nonce states. This hasto
be taken care of to avoid nonce reuse. Alternatively the application programmer
could establish new keys, to avoid nonce reuse. The same applies to when the
node goes into low power mode, with the difference that it is expecting it thus
making the problem easier to handle. All schemes handling these problems will
increase power consumption (Sastry & Wagner, 2004).

There are anumber of problems associated with key management, because of
inadequate support for many keying modelsin the ACL. Sastry and Wagner
conclude that there is no support for group keying, that global keying is
incompatible with sequential freshness and that pair-wise keying isinadequately
supported. Group keying can only work by having one AcL entry for each group
member. As mentioned above, thiswill likely lead to nonce reuse which breaks
confidentiality. Global keying isincompatible with sequential freshness because
the default ACL entry must be used to implement global keying and the default
entry is used when there is no matching AcL entry. Let us say that we have used
the default AcL entry to send afew messages with replay protection and anode
not in the AcL sends a message to us, then the message will be discarded because
its replay counter islower than the one in the default AcL entry (Sastry & Wagner,
2004).

Moreover the standard specifies that the ACL can have a maximum of 255 entries,
but it does not specify the lower boundary. Sastry and Wagner states that thisisa
problem because the cc2420 1eee 802.15.4 compliant radio chip from Texas
Instruments only has two AcL entries, which makes pair-wise keying impossible
(Sastry & Wagner, 2004). This statement is not correct. The cc2420 does not
store the AcL on the radio chip. The two mentioned key slots are loaded with the
appropriate keys for each transmitted and received message according to the AcCL.
The AcL itself is stored elsewhere, e.g. in microprocessor RAM. Thusthe ACL is
managed in software and can contain up to 255 entries. This does not prove that
the lack of lower boundary is not a problem.
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Using the AES-CTR security suite, i.e. encryption without integrity protection, is
dangerous. “Researchers have found a number of vulnerabilitiesin protocols that
use encryption protected only by a crRc and not a cryptographically strong
message authentication code” (Sastry & Wagner, 2004).

Integrity is not supported for ACK packets. This makes them untrustworthy in the
presence of an adversary because getting an ACK is not a guarantee that the packet
has arrived (Sastry & Wagner, 2004).

6.2.5 Further needs

To provide single hop authentication the only thing that is needed is ameans to
establish pair-wise keys between the communication nodes. Using this key with
the cBC-MAC security suites will provide authentication. To provide multihop
authentication security needs to be added in the layers on top of 802.15.4.

In awider security perspective there are alot of other mechanisms that can be
added, but the main thing that is missing is key management.

6.3 TinySec

TinySec is the security solution that is built into Tinyos, which is the most
popular operating system for sensor nodes today. It isalink layer security
protocol similar to the IEee 802.15.4 security protocol. The creators argue that
link layer security isto prefer over end-to-end security, because many nodes
might sense the same events' which would require processing by intermediate
nodes to lighten the network’ s communication burden and because end-to-end
security mechanisms are vulnerable to certain denial of service attacks. TinySec
provides the following security services:

Access control

Encryption

Integrity

The creators of TinySec intentionally left out freshness support, because they
think it should be provided by higher layers. Higher layers have a better view of
the network topology and can therefore manage the tables needed for replay
protection in a better way. TinySec can be used in two different modes,
authenticated encryption and authentication only, thus excluding the encryption
only mode used by IEee 802.15.4 security that was found dangerous in section
6.2.4 (Karlof et a., 2004).

When encryption is enabled the messages are encrypted with a block cipher in
cec mode. The default block cipher is Skipjack. AES was first rejected because of
performance, but it is noted that it might be possible to make it as efficient as

! In this scenario two sensor nodes does not sense the same events.



Skipjack. Both encryption and authentication uses the block cipher in cyclic block
chaining mode, enabling code reuse and smaller code size (Karlof et al., 2004).

In authentication only mode the communication overhead is one byte and in
authentication and encryption mode it is five bytes compared to anormal Tinyos
package. The TinySec example implementation requires 256 bytes of RAM and
8152 bytes of RoM (Karlof et al., 2004).

6.4 ZigBee Security Protocol

ZigBeeis built on top of IEEE 802.15.4 and defines, anong other things, the
network layer and the application support layer. The security in ZigBee is based
on the IEee 802.15.4 security protocol. It uses AES 128 bit encryption and the ccm
security suites of IEEe 802.15.4, but makes some improvements on them and calls
them ccm*. In ccm* al the features of ccwm is left untouched but encryption only
and authentication only is added, making the AES-CTR and AES-CBC-MAC security
suites unneeded.

ZigBee defines security for the link layer, the network layer and the application
support layer. The layer from which a packet originatesis responsible for adding
security to it. ZigBee provides the following security services.

Encryption
Integrity
Authentication
Freshness
Trust center

Freshness is provided by counters for both incoming and outgoing messages.
There is one counter for each key. When akey is replaced the corresponding
counter is reset (Zigeee Specification, 2005; Zigbee Security Specification
Overview, 2005).

Encryption is possible at network and device level, using a global key or a pair-
wise key respectively. Despite what is stated in cc2420 Data Sheet (2006, p.46),
there is no evidence that asymmetric encryption is used anywhere in ZigBee. Only
symmetric encryption can be found in the specification (Zigsee Specification,
2005; Zigbee Security Specification Overview, 2005).

Integrity and authentication is provided just asin IEEe 802.15.4 security protocol
with a 32, 64 or 128 bit MAC. Authentication is possible at network or device
level. Network level authentication is achieved using a global key and device
level authentication is achieved using a pair-wise key (Zigsee Specification, 2005;
Zigbee Security Specification Overview, 2005).
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Thetrust center has the role of allowing new devices to join the network and
distributes keys. In a sensor network, the base station or a dedicated device should
be the trust center. The trust center has three roles:

Trust manager — responsible for authenticating new devices that has
regquested to join.

Network manager — maintains and distributes network keys.

Configuration manager — responsible for enabling end-to-end security
between devices.

ZigBee uses three types of keys. The network key which is aglobal key, the link
key which is a pair-wise key and the master key which is used to establish new
link keys. Despite its name, the link in link key refersto amulti hop link. The
network key and link key can be periodically updated but the master key remains
the same. The master key is either installed at factory, installed out of band or sent
from atrust center. Installation of link and network keys is done by installation at
factory, installation out of band or by key transport from trust center. Key
transport can be either secured, i.e. encrypted by master key, or unsecured, i.e.
sent as plaintext (Zigesee Specification, 2005; Zigbee Security Soecification
Overview, 2005).

Link keys can aso be established by an skkKE (Symmetric-key Key Establishment)
handshake, where the master key is used. Without going in to details, the Skke
schemeis depicted in Figure 6, where A and B are sensor nodes and Sis the base
station (Zigeee Specification, 2005; Zigbee Security Specification Overview,
2005).

A B 5

Request key command

Transport key command

Transport key command

Challenge

Challenge

Response

Response

Figure 6 ZigBee symmetric-key key agreement
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6.4.1 Known Issues

Sometimes a key has to be sent in clear. This occurs when anew device that has
not been preconfigured and allows for amoment of vulnerability (Zigsee
Soecification, 2005).

In Zigaee Security Specification Overview (2005) the things that are not defined
by ZigBee security protocol are listed:

Out of band methods for key setup.

The tradeoff between cost and security for the number of link keys needed.
Handling of security error conditions.

Handling of loss of counter synchronization.

Handling of loss of key synchronization.

Policy for expiration and update of keys.

Policy for accepting new devices.

These are not really problems, but things that need to be added when using
ZigBee security protocol.

6.5 SPINS

Perrig et al. (2001) present sPINS (Security Protocols for Sensor Networks), which

is probably one of the more recognized security solutions in the sensor network

research community and is built on two components. SNEP, see section 6.5.1,

provides data confidentiality, two party authentication, integrity and freshness and
TESLA, see section 6.5.2, provides authenticated broadcast.

6.5.1 SNEP
SNEP, or Sensor Network Encryption Protocol, provides the following security
services:

Encryption and semantic security

Authentication

Integrity

Freshness

Key establishment

SNEP uses ablock cipher in cTR mode for encryption to provide data
confidentiality. Semantic security is provided using a counter, which is used as
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input to the CTR mode encryption method. To save communication overhead and
thereby energy, the counter is not sent over the air. Instead each node is
responsible for incrementing the counter with each message. If the counters get
unsynchronized, the nodes must use the counter exchange protocol defined with
SNEP. To initially agree on the counter values, each of the communicating parties
must send a counter and a MAC and every time the counters are found to be
inconsistent, one node must send a nonce and the other must respond with a
counter and aMAC. Authentication and integrity is provided by using aMAcC
(Perrig et a., 2001).

Each entity in the network shares a secret master key with the base station. If the
communicating entities are a node and the base station, then all other keys are
generated using a pseudo-random function with the master key and a number as
input. The value of the number is one, two, three or four depending on which key
that isto be generated. Thisis because one key should not be used for different
cryptographic primitives. So in a case where a bidirectional communication isto
be set up, four keys must be generated: two keys for encryption, one for each
direction, and two keys for MACs, one for each direction. Note that these keys
does not need to be sent, because they are generated from the master key. The
master key must be established in some secure way, but that is not in the scope of
SNEP (Perrig et a., 2001).

If the communicating entities are two nodes, then they must first establish a pair-
wise key. Thisis done using the base station as akDc. Figure 7 shows the
messages involved in the node-to-node key agreement. N isanonce, A and B are
the identities of the nodes, Sisthe base station, Kxy is an encryption key used to
encrypt messages sent from X to Y, K’ xy is an authentication key used to create
MACS on messages sent from X to Y and SKxy is apair-wise session key shared
between X and Y.

A B 5

Ma, Np, A B, MAC{K'ps, Na|Ng|AIB)

{SKaatkzn, MACGIK ga, Ne|ASKaa}Kaa)

{SKaatKea, MAC(K'sa, NalB{SKaalKsa)

Figure 7 Node-to-node key agreement in SPINS

Weak freshnessis provided by including the counter in the MAC. Strong freshness
can be implemented by using arandom nonce, but this adds communication
overhead, because it must be included in the packet (Perrig et al., 2001).
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Plain SNEP, without strong freshness, has a communication overhead of eight
bytes? per message consisting only of the Mac. However, there will be an addition
of the extra communication needed to exchange counters when they get out of
synch (Perrig et al., 2001).

6.5.2 TESLA

TESLA, or Micro Timed Efficient Stream Loss-tolerant Authentication, provides
authenticated broadcasting. It uses akey chain with delayed key disclosure to
emulate public key cryptography. The sender chooses the last key in the chain and
then generates the rest with a one way function, which means that from a certain
key only the keys before it in the chain can be derived. The sender sets up time
intervals and in each interval it uses one key, starting with the first key. After
some amount of intervalsit discloses the key, thus making it possible to verify the
message that was authenticated with it. However, the receiving node needs to
verify that the key was not yet disclosed when it received the message, so loose
time synchronization is needed (Perrig et al., 2001).

6.5.3 Performance

In an implementation presented by Perrig et a. (2001) the RC5 cipher is used both
for encryption and authentication. The encryption function is CTR and for MAC
generation CBC-MAC is used. In Table 3 the code sizes of the various modules are
presented. Thetota sizeisabout 2 KB.

Table 3 SPINS code size

Version MAC Encrypt Key setup TESLA
Smallest (bytes) 580 402 598 574
Fastest (bytes) 728 518 598 574

Source: Perrig et a. (2001)

Table 4 presents the execution time of some security operations.

Table 4 SPINS execution times

Operation Fastest (ms) Smallest (ms)
MAC (16 bytes) 1.10 1.69
Encrypt (16 bytes) 1.28 1.63
Key setup 3.92 3.92

Source: Perrig et a. (2001)

Table 5 shows the RAM usage of the different parts of the security system. TESLA
uses more than half of the consumed memory.

% No reason is given for the choice of MAC size.
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Table5 SPINSRAM usage

Module RAM usage (bytes)
RC5 80
teda 120
Encrypt/MAC 20

Source: Perrig et a. (2001)

Lastly it is presented that for an encrypted and authenticated 30 byte packet, 71%
of the energy is spent on data transmission, 20% on MAC transmission, 7% on
nonce transmission and 2% on MAC and encryption computations. Thereis
unfortunately no information on which platform that was used to get these values.

6.5.4 Known Issues

The use of the base station to establish a pair-wise key limits scalability and
makes the network vulnerable to sybil attacks (Zhu et d., p.13, 2004). We note
that like in ZigBee it also means that there is asingle point of failure and that the
network can not operate when the base station is unavailable.

TESLA has the drawback of assuming pair-wise keys between a node and the base
station which can be difficult to guarantee in an ad-hoc network (Watro et a., p.5,
2004). We dso note that it uses alot of memory and requires time
synchronization, but that in a sensor network it is very possible that all nodes
share a pair-wise key with the base station.

6.6 LEAP

Zhu et al. (2004) presents the Localized Encryption and Authentication Protocol
(LeapP), which provides the following security service:

Key establishment
It supports the establishment of four types of keys:

Individual keys which are per node unique keys shared by a node and the
base station.

Pair-wise keys which are shared by a node and one of its neighbors.

Cluster keys which are shared by anode and al of its neighbors. A specia
case of the group key described in section 5.6.3 about the group keying
model.

Group key which isaglobal key, shared by all nodes in the network. The
LEAP group key will be referred to as the global key, in order to follow the
terminology of this report.

Establishment of the individual keysis done through pre-loading. A master key is
used to generate dl the individual keys with a pseudo random function with the
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nodeid as input and then they are loaded into the node before deployment. This
allows the base station to regenerate each key when needed instead of storing all
of them, which might be more efficient because of the computational efficiency of
pseudo-random functions. It also allows the nodes to trust the base station and
vice versathrough the individual key (Zhu et a., 2004).

Pair-wise keys in LEAP are keys shared by a node and one of its one-hop
neighbors. If the neighbors can be predetermined, pair-wise key establishment can
be done by pre-loading the keys. Otherwise an initial key is generated and loaded
into each node. Each node generates its own master key from this key. All nodes
that know theinitial key can derive the other nodes’ master keys because the
derivation is based on the node id. Each node tries to discover its neighbors and
walits for Acks authenticated with the master key. The neighbor discovery phaseis
bounded by atimer and when it times out both parties calculate their pair-wise
key without having to exchange any message. It is done using the master key of
one node and the id of the other. As alast step each node erases theinitial key and
the master keys of its neighbors, but keeps its own master key. To make things a
little clearer the two additional keys introduced in this paragraph are listed below
(Zhu et a., 2004).

Theinitial key isthe same for all nodes, always preloaded and used to
generate the master keys.

The master key of each node can be generated by any node that knows the
initial key and the node’ s id. It is used to cal culate the pair-wise keys.

Establishment of cluster keysistrivial when the pair-wise keys have been
established. The cluster key is simply encrypted with the pair-wise keys and sent
to the neighbors (Zhu et al., 2004).

The authors of LEAP argue that there needs to be a scheme for revocation of a
node and update of the global key in case a compromised node is detected. The
global key should be updated periodically anyway to defend against cryptanalysis.
Torevocate anode, TESLA isused to broadcast to all nodes that a certain node
has been compromised and include a verification key which will later be used to
verify the authenticity of the new global key. The neighbors of the compromised
node will remove the pair-wise key it shares with the compromised node and
update the cluster key. The new global key is sent through the spanning tree set up
by the routing protocol recursively, i.e. every node sends the key to its children
encrypted with the cluster key (Zhu et a., 2004).

LEAP also defines aloca broadcast authentication scheme, i.e. broadcast to the
one hop neighbors of anode. Local broadcast might for example be used for
routing control messages. According to the authors TESLA is not suitable for
local broadcast authentication because of the delayed key disclosure and its
resource consumption. Pair-wise keys are not suitable, because a MAC would have
to be computed for every message, and using the cluster key is not suitable
because it alows for insider impersonation attacks. A compromised neighbor
node would be able to impersonate the broadcasting node, because it knows the
cluster key. So LEAP uses aone-way key chain like TESLA, but without the
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delayed key disclosure. Thefirst key in the chain is sent to each neighbor
encrypted with their pair-wise keys. Then for each message the node has to send,
it attaches the next key in the key chain. To prevent outsider attacks, the keysin
the key chain can be xored with the cluster key. Insider attacks are still possible
but are depressed (Zhu et al., 2004).

6.6.1 Performance
The storage overhead of leap depends on how many neighbors a node has. Table 6
shows RAM usage depending on the number of neighbors.

Table 6 LEAP RAM usage with 64 bit keys
Neighbors 1 5 10 20
RAM (bytes) 600 736 906 | 1246

Source: Zhu et al. (2004)

Zhu et al. (2004) implements the LEAP protocol on MICA2 nodes and the code size
is17.9 KB.

6.6.2 Known Issues

Dimitrou and Foteinakis (2004, p.7) has discovered a vulnerability in LEAP. The
problem isin the neighbor discovery phase of the pair-wise key establishment. An
attacker can force a node to calculate pair-wise keys with many or al nodesin the
network by broadcasting many HELLO messages. Then when the neighbor
discovery phaseis over, the attacker compromises the node and thereby gets
access to the pair-wise keys without knowing the initial key.

6.7 LIGER

Traynor et a. (2006) describes LIGER, a hybrid key management system for
heterogeneous sensor networks. It is hybrid because it is built on two protocols,
TIGER and LION, which provides key management with and without accessto a
key distribution center (KkDC) respectively. They also describe how to merge these
two protocolsinto LIGER. Most sensor network research assumes a homogeneous
network so it isimportant to note that the authors of LIGER have considered
heterogeneous networks where some nodes are more powerful than the generic
sensor node.

LIGER uses probabilistic keying, which means that each node is pre-loaded with a
random set of keys drawn from akey pool. If two nodes share at |east one key
they can communicate securely with each other. Otherwise they can establish
session keys using a key distribution center or trusted neighbors. Variants of this
scheme include requiring two nodes to share a specified number of keys larger
than one to allow them to communicate. LIGER requires nodes to share one key
(Traynor et al., 2006).

The mappings of the pre-loaded keys are stored in akey distribution center. If the
network isin LION mode, i.e. if no key distribution center is available,
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probabilistic keying is used. Unlike other probabilistic keying schemes, the
protocol alows the more powerful nodes to store more keys than the weaker
nodes (Traynor et al., 2006).

In TIGER mode the knowledge of the pre-loaded keys are used to perform
probabilistic authentication. An authentication key is generated by XORing a
chosen number of the keys stored at the node. Each weak node has a secret master
key shared only between itself and the KDc and the stronger nodes share a
public/private key pair with the kbc (Traynor et a., 2006).

LIGER combines dlightly modified versions of these two protocols to provide the
following security services:

Key management
Probabilistic authentication

Probabilistic authentication means that a message is authenticated with acertain
probability.

6.8 BT-scheme

Bohge and Trappe (2003) describe an authentication framework for hierarchical
ad hoc sensor networks (BT-scheme). It assumes a hierarchical network with four
layers. Layer A isthe application that is connected to layer B over the internet.
Layer B consists of a number of base stations, providing layer C and D with
internet access. Layer C consists of router nodes and layer D of sensor nodes.
Figure 8 displays this layered approach, which is similar to the star-mesh hybrid
topology from section 2.1.5 but uses more than one base station.
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Figure 8 Assumed topology of BT-scheme.

The following additional assumptions are made:
The application and base stations have wired access to the internet.

The router nodes and base stations are powerful enough to support public
key cryptography, but the sensor nodes are not.

Router nodes does not include sensors, they only forward data.

Router nodes and base stations have an RsA key pair along with its
certificate.

Router nodes and base stations know the cA’s public key.
Sensor nodes do not communicate with each other.

L oose time synchronization is available.

TESLA protocol for broadcast authentication is available.

BT-scheme allows relay and sensor nodes to be mobile or to change their base
station for any other reason, e.g. because of changed radio conditions.

Authentication and integrity are the two primary goals of BT-scheme. To achieve
these goals it defines how to authenticate new nodes, how to establish shared
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secrets among the nodes and with the application, how to keep track of changesin
the network topology and how to ensure the authenticity of sensor node data
(Bohge & Trappe, 2003).

When a sensor node or base station wants to join the network it needs an initia
certificate (iCert) issued by atrusted third party, i.e. anode capable of performing
RSA signatures whose public key is known to al nodes that are able to verify RsA
signatures. The joining sensor node (D) or base station (B) presentsitsiCert to the
application (A). If the application finds the iCert valid it will establish ashared
secret key with B or D. B or D can now use this key to authenticate itself to A. As
long as B or D does not change application, this trust relationship will persist.
Now B and D need to be able to authenticate each other. Because the topology can
change rapidly, A enables them set up trust relationships on their own by
periodically issue runtime certificates (cert). These certs are TESLA certificates
which means that they use the same methodsas TESLA (see section 6.5.2) with
delayed key disclosure. TESLA certificates are used because the sensor nodes are
assumed to not being powerful enough to use public key cryptography (Bohge &
Trappe, 2003).

With the trust relationships set up and keys established, they can be used to
provide authentication. A sensor node D that wants to send datato A appends two
MACS. One created with the key D shares with A which allows A to verify the
origin of the data, and another one created with the key that D shares with B. B
uses the MAC to provide access control to the internet so that an adversary cannot
use B to access the internet. D a so includes a random number encrypted with the
key it shares with B. B adds one to this number, encryptsit and sends it back to
assure D that the data reached B (Bohge & Trappe, 2003).

The router nodes do not need to authenticate because they only forward the data.
However thereis an assured mode of data delivery in which all router nodes along
the path must be authenticated before any datais sent. This comes with the cost of
additional communication overhead. The normal modeis called weak mode
(Bohge & Trappe, 2003).

6.9 TinyPK

TinyPK uses the low exponent variant of the well known RsaA public key
cryptosystem to implement authentication of external party, Diffie-Hellman key
agreement and authentication of sensor network to external party. An external
party is an entity that wishes to establish secure communication with the sensor
network (Watro et al., 2004).

The private part of RSA is never carried out on the nodes, instead this is done at
the certificate authority (CA). The nodes only need to implement the public parts,
i.e. data encryption and signature verification, which are much faster than the
private partsin RsA. There are no certificates used so thereis no real-time
interaction with the ca, which means that the cA’s public key must be pre-loaded
in every node (Watro et al., 2004).



Depending on the modulus size of the Rsa agorithm the RoM usage is around
12400 B and RAM usage is between 847 and 1167 B in the implementation made
by the creators of TinyPK. The public key operations execution times on nodes are
between ten and 110 seconds depending on modulus and exponent size. Modulus
sizesused are 512, 768 and 1024 bits. The creators note that to make the
algorithm fast, implementation in assembler is needed, but they used nesC (Watro
et a., 2004).

TinyPk shows that the usage of RsA in sensor networksis feasible, although some
areas of security are left unconsidered. Limited protection against denial of
service attacks and no mechanism for revocation of compromised keys are two
examples of that (Watro et al., 2004).

6.9.1 Known Issues

No published critique on TinyPk was found but we note that because TinypPk only
implements the public operations of RsA it does not support authentication of
nodes to the base station. In fact Watro et al. (2004, p.62) state that the private
operations execution time on nodes would be in tens of minutes.

6.10Elliptic Curve Cryptography

This section will investigate the research on Ecc for wireless sensor networks,
because being able to use public key cryptography without exhausting all
resources would make key establishment and authentication easier to implement.

Ecc is apromising technology, because compared to RSA an equivalent security
level can be implemented with much smaller key size and memory usage.
According to Kumar et al. (2003, p.2) ecc with a132 bit key has equivaent
security level asRsa with a 952 bit key and in Extending Internet Connectivity to
Smart Dust (2005, p.3) it is stated that Ecc with a160 and a 224 bit key has
equivalent security level of Rsa with a1024 and a 2048 bit key respectively.

Blal3 and Zitterbart (2005) describe a software implementation of Ecc, which to
their knowledge is the only such implementation offering acceptable encryption
speed while still providing adequate security, with a 113 bit key on an Atmel
ATmMegal28 microcontroller. Their implementation contains optimizations like
moving large constants from RAM to ROM and precomputing point multiplications
and storing the resultsin ROM. It also contains platform specific code
optimizations like loop-unrolling, which increases ROM usage but reduces
execution time. Execution times are compared with another ATmegal28
implementation by malan et a. (2004) for eight operations and the average
execution timeis about 16 seconds for Blald and Zitterbart and about 47 s for
Malan et a. This comparison isabit unfair because Malan et al. uses a 163 bit
key. Blal3 and Zitterbart argues however that a 113 bit key is secure enough
because the largest broken ecpLP (elliptic curve discrete logarithm problem) key
yet isa 109 bit key which was broken in 17 months and a 113 bit key offers 16
times more security than that. The implementation consumes 73 KB of the
available 128 Kb rRoM and 208 bytes of RAM.
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Certicom Corp. uses EcC in their sensor network security product, Certicom
Security for Sensor Networks, to enable authentication. They claim that for sensor
networks with fewer than 100 nodes, symmetric cryptography is sufficient, but for
larger networks public key cryptography is needed to unlock the full potential of
sensor networks. Ecc isthe natural choice because it provides more security per
bit than other public key cryptography schemes (New Products from Certicom
Secure Low-Power Wireless Sensor Networks, 2006).

According to Merritt (2006), in an article about Certicom Security for Sensor
Networks, agorithms for key exchange, authentication, digital signatures and
other crypto functions are implemented in 10 Kb of code and speciaized
hardware handles the low level mathematical operations required for ECC.

Table 7 shows the timings of different operationsin the Certicom hardware.
EcmQv stands for Elliptic Curve Menezes-Qu-Vanstone and is a key agreement
scheme and ECDSA stands for elliptic curve digital signature algorithm. ECMQv
offers authenticated key establishment and is thus an improvement over ECDH, but
it assumes that the communicating parties has each others public keys and that it
was acquired in a secure and trusted way.

Table 7 Certicom ECC hardwaretimingswith 163 bit key on a4 MHz Atmel AVR
microcontroller

Method Time (ms)
Ecc key generation 76
Ecmaqv key agreement 158
Ecdsa signature 138
Ecdsa verify 207

Source: Certicom f(2™) Ecc core (2006, p.2)

Gaubatz et a. (2004) means that despite the computational advantages of EcC it
suffers from more complex arithmetic primitives and alarger number of
temporary operands than RsA. Therefore they choose other asymmetric encryption
methods, which will be investigated in the next section.

6.11Other Public Key Encryption Solutions

Gaubatz et a. (2004) constructs hardware circuitry for public key encryption and
stresses that they think public key encryption is feasible for sensor networks, at
least with hardware support and with the choice of the right parameters. They use
Rabin’s scheme, which is alow exponent RsA scheme, and NtruEncrypt which is
arelatively new asymmetric encryption method. They conclude that NtruEncrypt
has an advantage over Rabin’s scheme in power consumption and in a certain
mode of NtruEncrypt it consumesonly 20 W.
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6.12Security in TSMP from DUST Networks, Inc.

Dust Networks uses a simple security solution in Tsmp (Time Synchorinized Mesh
Protocol) which is the foundation for al their sensor network products. It provides
the following security services:

Confidentiality
Integrity
Authentication
Freshness

Confidentiality is provided by encryption with a 128 bit cipher in CTR mode.
Since all nodes using TSMP are time-synchronized, unigue timestamps are used to
generate nonces to use as encryption function initialization vectors.

Authentication is provided by packet source address protected with a 32 bit MAC.
Two such MACs are appended to the message, one to provide end-to-end network
layer authentication and the other to provide one-hop link layer authentication.
The one-hop authentication isimportant to protect ACKs. Integrity is automatically
provided through the MmACs that provide authentication.

Two global keys are used. One of them is the join key, which is preloaded and
used to join the network. The other one is the network key which is used for all
other traffic and is received during the join phase (Technical Overview of Time
Synchronized Mesh Protocol (TsviP), p.14-15, 2006).

6.12.1 Known Issues

There are no published reviews of the security in TSMP but we note that a
compromised node can easily impersonate another node by just adding the wrong
source address instead of its own. Thisis possible because the MAC is created with
aglobal key, which means that compromising one node ruins the security of the
whole network.

6.13Summary

Table 8 presents an overview of which security services the different solutions.
Yes means that the source of the security solution defined at |east one way to
provide the service and No meansthat it did not. However, it must be remembered
that key establishment is crucial for providing authentication, so it can be argued
that by providing pair-wise key establishment, authentication is also provided. It
isthen just aMAC generation function that is needed. The focus of all the
solutions, except IEEE 802.15.4 and TinySec, is key establishment.
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Table 8 Overview of security suites

Solution | Authentication | Integrity | Encryption | Freshness st ab}ﬁ;):ment
802.15.4 No Yes Yes Yes* No
TinySec No Yes Yes No No
ZigBee Yes Yes Yes Yes Yes
SPINS Yes Yes Yes Yes Yes
LEAP No No No No Yes
LIGER Probabilistic Yes No No Yes
BT Yes Yes No No Yes
DUST Yes Yes Yes Yes Yes

*Only with encryption

Table 9 briefly presents the characteristics of the different solutions to make them
easier to remember.

Table 9 Summary of security solution characteristics

Solution Characteristics
ZigBee Built on IEEE 802.15.4 security protocol. KDC based key establishment.
SPINS Consistsof SNEPand TESLA. SNEP uses KDC based key establishment and
TESLA provides authenticated broadcasting.
LEAP Key establishment completely handled by the communicating nodes.
LIGER Probabilitstic authentication. Works both with and without a base station.
BT Designed for hierarchical heterogeneous sensor networks. Uses TESLA certificates
and public key cryptography in the router nodes and base stations.
TinyPK RSA based scheme. Very inefficient.
Most promising public key cryptography technology. Can be made relatively
ECC > :
efficient with hardware support
DUST Simple scheme that authenticates by protecting the integrity of the source address.
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7 Analysis of Security Solutions

We start the analysis of the security solutions by excluding the ones that most
obviously does not fit our needs. By comparing the sPINS execution timesin Table
4 and the Certicom Ecc timingsin Table 7, we can conclude that public key
cryptography is not an option for the sensor nodes. For example, computing an
ECDSA signature takes 138 msin hardware and computing a 16 bit MAC takes 1.10
ms in the fastest software implementation. This overhead of 137 mswill occur for
every message, so therefore we discard using public key cryptography in sensor
nodes. Also, since the router nodes in this scenario will not be line powered, itis
not viable to use PKC in them, even if they are more powerful than the sensor
nodes. Therefore the BT-scheme must be discarded too.

TinySec is obviously not an option either, because it is, just like IEEe 802.15.4
security protocol, alink layer security protocol and cannot provide multi-hop
authentication. It was mainly included in this study to have something to compare
IEEE 802.15.4 security protocol with.

LIGER isinteresting because it works both with and without akbc and like the BT-
scheme it assumes a heterogeneous network. However, because LIGER only
provides probabilistic authentication and assumes that PKc is viable for the router
nodes, it does not meet the requirements of the scenario. It is aso uncertain
whether thereis aneed for the sensor nodes to send messages when the KDC is
unavailable. The base station would most likely act asakbc and if the base
station is unavailable, then the sensor nodes do not have any place to send data to

anyway.

Thus, we are left with ZigBee security protocol, sPINS and LEAP. Since SPINS
consists of SNEP and TESLA, we separate them and consider only SNEP.  TESLA is
the only studied symmetric solution that offers broadcast authentication and other
protocols than SPINS, e.g. LEAP, assume the presence of such a protocol.

7.1 Authentication and Integrity

All three solutions use MACs to provide authentication and integrity. The
difference liesin how the keys that are used to create the MACs are established.
ZigBee and SNEP both use a centralized approach with akbc, while LEAP nodes
can establish keys on their own.

Table 10 shows the different keys supported in ZigBee, SNEP and LEAP. We see
that LEAP has the most flexible key support. When it comes to establishing the
node to base station pair-wise key which is very important for the scenario the
three solutions have only small differences. ZigBee has three choices: prel oading,
out of band installation and sending it as plaintext. SNep does not define how to
establish it and LEAP requires it to be preloaded.
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Table 10 Key support in ZigBee, SNEP and LEAP

Global | Group | Node-BSpair-wise | Pair-wise Session
key key key key keys
ZigBee | Yes No Yes Yes Yes
SNEP No No Y es+ Yes Yes
LEAP Yes Y es* Y est+ Y es* No
*With one hop neighbors only
+ Mandatory

7.2 Replay protection

Replay protection is provided by both ZigBee and SNEP. Since LEAP does not
specify anything on security for normal messages, replay protection must be
provided by another protocol. ZigBee and sNEP include a counter in the MAC to
protect against replay attacks. ZigBee also sends the counter with each message so
that the communicating parts have access to the same counter. SNEP on the other
hand does not send the nonce with each message, instead it is the responsibility of
each of the communicating parts to update the counter with each message sent or
received. It is hard to say which scheme is the most efficient without practical
tests. At afirst glance, the SNEp scheme with its lower message overhead seems
superior. But the determining question is how often the counters become
unsynchronized.

7.3 Energy Efficiency

When sending normal messages, which make up the dominant part of the network
traffic, SNEP must be considered as the most energy efficient because it does not
include the counter in the message. The only message overhead isthe MAC. It
should be investigated further through tests though, probably for each special
scenario and environment, to see how often the counter exchange protocol must
be used.

Pair-wise key agreement seems to be more efficient in LEAP, because the keys are
calculated from a shared prel oaded key instead of being sent over the air. One
node only needs to broadcast a HELLO message and listen for Acks for a certain
amount of time.

In sNEP the node that wants to establish akey with another must send a message
to the other node. In turn the other node sends along message to the base station
and then both nodes must wait to receive an encrypted and authenticated key from
the base station. This scheme aso puts more load on the base station and, much
more importantly, the router nodes between the node and the base station.

For a scheme that uses the base station for pair-wise key agreement SNEP is quite
efficient though, because the base station does the mgority of the transmissions.
In ZigBee, the initiating node sends a message to the base station, the base station
sends a master key to the two nodes and then the nodes have to send two
messages each to each other.
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7.4 Resilience

To analyzethe level of resilience, we look at what keying material each node has
in storage and what it is used for. Thisis because in case a node is compromised,
the keying materia decides what the adversary can do with the compromised
node.

None of the three solutions has any major problem with resilience. Authentication
is done through pair-wise keys, so if one node is compromised then it can not
impersonate other nodes. If a LEAP node is compromised before the neighborhood
discovery phaseis over, when it has not yet deleted theinitial global key, then the
whole network is compromised. On the other hand thistime period is short, it only
happens once and LEAP offers the node revocation mechanism that protects
against compromised or misbehaving nodes. The revocation mechanism requires
that the compromise event can be detected.

We can contrast thisto the TsmMp security model. A global key is used protect the
integrity of the message, which includes the source address. Thus an adversary
only needs to compromise one node to be able to impersonate any other node.

7.5 Fault Tolerance
None of the solutions present anything special to deal with node failure.

7.6 Plug and Play

All three solutions require that one key is preloaded and this key must also be
loaded into the base station. The three solutions are equal in thisway. However,
the ZigBee method of sending the key as plaintext can be used for al solutions if
the need for plug and play is larger than the need of not taking such arisk. In
TsMP from Dust the preloaded key does not need to be manually loaded into the
base station. Thisis becauseit isaglobal key, i.e. the samefor all nodes, and it
can not be done with a pair-wise key unless public key cryptography is used.

In LEAP, the initial key that is used to calcul ate the master key of the nodesis
deleted when the pair-wise keys has been calculated. This means that the node
cannot establish a pair-wise key with any other node that has also deleted the
initial key, because at least one node must be able to calculate the other node's
master key. Thisis good because it provides protection against clone attacks and
sybil attacks, but it is bad because it makes it impossible to move arouter node to
make it cover alarger number of sensor nodes. When anew node is added it can
still establish pair-wise keys with its neighbors because it knows the initial key.

LEAP a so has the problem that when anode is deployed the best caseisif al its
potential neighbors are awake. This can be hard or impossible to guarantee, but if
at least one neighbor is awake the node can get other neighbor keys at a later
occasion.
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7.7 Memory Usage

We can conclude that it is not possible to compare the memory usage of the three
solutions. There is no information on either code size or RAM usage for the ZigBee
security protocol and no information on code size for LEAP. It isalso hard to
compare the RAM usage of SNEP and LEAP because their functionalities differ too
much.

7.8 Scalability

LEeAP should be the most scalable of the three solutions because it does not use the
base station for key agreement. Both ZigBee and SNEP use athird party to
establish keys which limits scal ability.

7.9 Vulnerabilities

Both ZigBee and LEAP has documented vulnerabilities. The vulnerability of
ZigBee is when a new node that has not been preconfigured wants to join the
network. Then akey has to be sent as plaintext and can be overheard by an
adversary. But by preconfiguring every node this vulnerability does not exist.
LeAP on the other hand has an aways occurring vulnerability in its neighbor
discovery phase of the pair/wise key establishment as described in section 6.6.2.
SNEP has no documented vulnerability, but just like in ZigBee the pair-wise key
between a node and the KDC must have been established in a secure way.

7.10Conclusions

For key establishment we conclude that LEAP is the most flexible and energy
efficient, so it must be recommended. LEAP does not define how normal messages
are formatted, but essentially aMAC is added to provide authentication. To
provide replay protection a counter isincluded in the MAC. We use the idea from
SNEPfor the counter where it isincremented independently by the two
communicating parties instead of sent in with the packet. ZigBee security protocol
seems to be arobust solution that includes most of the functionality that is needed.
But it is quite complex, depends on the rest of the ZigBee protocol and has a
relatively inefficient and nonscal able key agreement protocol compared to the
others. Also becauseit isthe layer that originates a packet that adds security to it,
there is no option to have both LNK layer authentication and NTW layer
authentication.
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8 Test

The practical tests of this master thesis have a more basic direction than the
theoretical part. The tests focus on the security primitives, such as MACs, rather
than the full solutions that would include key agreement etc. To enable the tests
the security functions were first implemented onto an existing network stack. The
LNK layer authentication mostly needed to be enabled but the network layer
authentication was implemented from scratch with help from the LNK layer code.

8.1 Goal

The goal of the testsis to estimate the power consumption consumed when using
different combinations of various sized MACS. Thisis meant to help when
deciding which MAC length to use and if amMAC should be added by the LNK layer,
the network layer or both. For this scenario the two latter are of main interest. But
for other scenarios with softer authentication requirements it can be interesting to
see a comparison with only LNK layer authentication too.

8.2 Equipment

The test equipment consists of two identical nodes, each equipped with an Atmel
ATmega 128L microprocessor running in 8 MHz and a cc2420 radio chip from
Texas Instruments with hardware support for the security functions of the IEEe
802.15.4 standard. They can communicate with apPc viaawired seria link to
present the timing data.

8.3 Method

To be able to estimate the energy consumption, the number of clock cycles was
counted by atimer on the microprocessor. Two measurement points are chosen on
each node. For the sending node the following measurement points are used:

(Tx1) Start at insertion of packet to the network layer and stop at
confirmation from the radio chip that the packet was transmitted
successfully.

(Tx2) Thetime of the function that calcul ates and appends a MAC to the
network layer packet, thus only relevant for network layer authentication.

For the receiving node the following measurement points are used:
(Rx1) Start at the first indication from the radio chip that data has arrived
and stop when the network layer has sent the authentication checked data
to the application layer.

(Rx2) The time of the function that checks the validity of a network layer
MAC.
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Together, Tx1 and Rx1 make up test point 1 and Tx2 and Rx2 make up test point
2.

Each test consists of 50 transmissions and the average, maximum and minimum
number of clock cycles are calculated at the end. Two suites of tests were carried
out with different packet lengths, the first one with a network packet payload of
10 bytes and the other with 60 bytes. Thisisto seeif the timing of the different
security suitesis affected by the packet length. 10 bytesis chosen becauseitisa
small packet size and 60 bytes because it is close to the maximum network
payload size when both the LNK layer and NTW layer adds a 128 bit MAC. These
are also packet sizes that fit well into use case 3 and use case 2 respectively, as
seen in section 4.

The nodes are placed about 20 cm from each other to minimize packet loss and
interference from other radio signals.

Early tests showed that using the serial communication when measuring time had
great impact on the timing values. Therefore no datais sent to the pc during the
measurements as long as the behaviour is normal.

The first message always consumes in the order of 400 times more clock cycles
than the rest of the messages and therefore it is not included in the calculated
average because it would completely dominate it. No reason for why this happens
has been found, but one ideais the something must be initialized in the radio chip
at the first transmission.

8.4 Energy Consumption Model

A very simple energy consumption model based on the characteristics presented
in section 3.1 isused. X isthe number of clock cycles used for the processing of a
packet and y is the number of bytes sent or received, which is calculated as

y = 13 + payload length + MAC length

Here 13 is the combined length of the LNK layer header and the network layer
header used in the test. For Tx2 and Rx2 y is calculated as

y = MAC length

The transmitter and receiver energy models follows:
Erx=4Nj * x4+ 0.23Uj * y * 8

Erc =4 Nj * Xgx + 0.25Uj * y * 8

And the total energy consumption is then:

Etot = Erx + Erx
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Although simple, this energy model alows comparison of the different security
settings to each other, because the time for processing a packet and the number of
bits that are sent are the characteristics that set them apart. Other factors, like start
up time for the radio, are the same for all settings.
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9 Results

The results are shown in detail in Appendix A. Here only the total energy
consumption of each test is presented. An analysis of the results can be found in
section 10. We introduce the notation x/y that means an x bit LNK layer MAC and a
y bit NTW layer MAC. Figure 9 and Figure 10, show the energy consumption of test
point 1 with ten and 60 byte payload respectively.

0,0005
0,0004
0,0003 B Rx1 10
” 0,0002 @ Tx1 10
0,0001 -
0

0/0  32/0 64/0 128/0 0/32 0/64 O/R8 32/32 64/64 128/128
MAC lengths (LNK/NTW)

Figure 9 Total energy consumption of test point 1 with 10 byte payload.

0,001
0,0008
0,0006 1 B Rx1 60
” 0,0004 | @ Tx1 60
0,0002 -
0

0/0  32/0 64/0 128/0 0/32 0/64 O/8 32/32 64/64 18/128
MAC lengths (LNK/NTW)

Figure 10 Total energy consumption of test point 1 with 60 byte payload.

Figure 11 and Figure 12, which show the energy consumption of test point 2 with
ten and 60 byte payload respectively.
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Figure 11 Total energy consumption of test point 2 with 10 byte payload.

0,00012
0,0001
0,00008

m Rx2 60
0 Tx2 60

~ 0,00006

0,00004
0,00002
0

0 32 64 128
MAC length (bits)

Figure 12 Total energy consumption of test point 2 with 60 byte payload.



10 Analysis of Test Results

This section analyzes the test results from the previous section and the ones
presented in Appendix A. Processing time, energy consumption, MAC size and
number of MACs s discussed before analyzing the energy consumption of use case
2 and use case 3.

10.1Processing Time

Comparing Figure 15-Figure 22 we can see that the Tx1 measurement point is not
as stable as the other measurement points. While the others have maximum values
that generally follows the minimum and average values, the Tx1 measurement
point has very large maximums that are not determined by the MAC size. By
looking at the relative closeness of the average values to the minimum values, we
can conclude that the number of peak valuesisrelatively small. In Figure 15 of
Tx1 we can see that the timings of using one MAC of either 32 or 64 bits are
almost identical, the 32 bit setting was even afew clock cycles slower than the 64
bit one. The same can be seen in Figure 16 if we consider that without the huge
peak of the LNK layer 64 bit MAC setting it would have been alot closer to the 32
bit one. Note that it applies both to the LNK layer and to the NTW layer. All this
shows that there is some randomness in the Tx1 measurement point. This random
behavior could be caused by the csmA-cA mechanism.

The Rx1 measurement point in Figure 17 and Figure 18 has a more regular
behavior. For both Tx1 and Rx1 a difference between the 10 byte and 60 byte
payload tests can be seen when looking at the 128/0 and 0/32 settings. The
difference is more noticeable for Rx1 where in the 10 byte payload test the 0/32
setting is about 500 clock cycles faster than thel28/0 setting, but in the 60 byte
payload test it is about 3700 clock cycles slower than the 128/0 setting.

Looking at Tx2, in Figure 19 and Figure 20, and Rx2, in Figure 21 and Figure 22,
thefirst thing to notice is that the difference in processing time between the
security settings in measurement point 1 is not completely due to the generation
and verification of the MAC. One example is comparing the difference between the
0/64 and 0/128 settings in Table 17, which isamost 3000 clock cycles, with the
64 and 128 settingsin Table 21, which isless than 700 clock cycles. Thiswould
mean that, at least on the receiving side, the major processing time overhead is not
because of the creation or verification of the MAC. Most overhead seems to be
added by the rest of the packet processing, because of the larger data size.

Last thing to note is that the absolute difference between the 32, 64 and 128
settings in Tx2 and Rx2 is almost the same for 10 and 60 byte payload, which
means that for 60 byte payload the relative difference is much smaller than for 10
byte payload.
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10.2Energy Consumption

As can be seen in Figure 9 and Figure 10 it is obvious that alarger MAC consumes
more energy than asmaller, independent of where it is added. Using a network
layer MAC is generally more expensive than using aLNK layer MAC, even though
the implementation of LNK layer security was much more complete than the
implementation of NTW layer security. Thisis probably because to create or verify
aNTw layer MAC the NTW layer packet must be written to the radio twice. First to
calculate the MAC and then included in the LNK layer packet for transmission. The
LNK layer MAC on the other hand is calculated directly before transmission, soin a
LNK layer authentication setting the only data that must be written to theradio is
the whole LNK layer packet. The same applies to the reception and verification of
apacket. If anything can be accepted to optimize the energy consumption it might
be possible to get around this by rewriting the LNK layer code and embedding the
NTW layer security into it.

It can aso be important to note that for the energy consumption valuesin Table
22 both the processing and the radio activity contributed to the significant figures,
but the radio stands for most of it.

In Table 23, Figure 11 and Figure 12 the energy that is directly consumed by
creating, sending, receiving and verifying the MAC is presented.

10.3MAC Size

In this scenario the radio bandwidth is 250 kbit/s, which theoretically is about 13
times faster than the 19.2 kbit/s that was used in section 5.5.1. Based on that
example a simple estimation would say that in this network, the adversary hasto
send messages for about 1.5 months before succeeding in forging a message with
afour byte MAC. Thisvaueis substantially smaller than 20 months, but the
adversary still hasto send just as many packets which leads to the same problems
with failing nodes and denial-of-service. On the other hand the adversary could
send packets less frequent and still being able to forge a message in afew months,
so to be on the safe side using eight byte MAC should be considered.

If an adversary tries to launch a passive attack where he eavesdrops on packets to
try to find two non identical packets with the same MAC, then it will take even
longer time, because the data transmissions are so infrequent.

Looking at the test results we can see that, when using the 128/128 setting, i.e. a
total of 32 bytes, the maximum NTwW packet size becomes significantly smaller
than without security. The maximum NTW packet size without security is 102
bytes (802.15.4-2003, 2003, p.134) and with the 128/128 setting the maximum
NTW packet size becomes 70 bytes. The MAcs would make up one third of the
packet size. The 32 bytes of MACs can also be contrasted to that Karlof et al.
(2004, p.1) lists 30 byte packets as one of the characteristics of sensor networks. If
so is the case then using more than four or worst case eight byte of MACS is out of
the question.
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10.4Number of MACs

Using MACSs both on the NTw layer packet and on the LNK layer packet is clearly
the least energy efficient option. The 32/32 setting has better energy consumption
only compared to the 0/128 and 128/0 settings. The reason for using aLNK layer
MAC isthat it isinefficient if a packet inserted by an adversary is sent over several
hops before being discarded at the base station, which isthe caseif only aNTw
layer MAC is used. It is more efficient to discard it at the first router node and it
can limit the effects of adenia of service attack that is staged in thisway. But in a
small network such as the one in this scenario, where there are probably only a
few hops between sensor node and base station, it would not be asinefficient asin
alarger network.

10.5Energy Consumption in Use Case 2

To get some sense of how the addition of authentication affects node life time we
look at the energy consumption of the whole use case 2. Tx1 isapart of thisuse
case, so we have the basis to estimate its energy consumption. However, we try to
add as much information on energy consumption as possible to make the
estimation as accurate as possible.

The values presented in this section have been rounded to the decimal where they
differ from each other. In the real calculations all decimals were kept from step to

step.

Aswas stated in section 4.2 the accel erometer sampling will take 250 ms, so since
the microprocessor must be active during the sampling we add the energy of 2
million clock cycles, which consumes:

4* 10°* 2* 10° = 8 M;j.

The accelerometer itself hasits own power source, so we do not include it in the
calculations. We have to exclude the energy consumed by writing and reading the
data from the memory, because there is no information on the time or energy it
USes.

So next we calcul ate the number of packets that must be sent. We use the 60 byte
payload setting, because that is closest to what is planned to be used. By dividing
the data size with the packet size we get:

2048/ 60 = 34.13,
which gives us 35 packets.

The energy needed to transmit 35 packets with the various security settings, based
on Table 15, is presented in Table 11.
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Table 11 Energy consumption of preparing and sending 35 packets.

LNK/NTW | Energy ( J)
(bitg/bits)

0/0 11.406
32/0 11.980
64/0 12.383

128/0 13.081
0/32 12514
0/64 12.740

0/128 13.648

32/32 12.743

64/64 13.773

128/128 15.596

One thing that was excluded in the test was the PHY layer header. The PHY layer
header length is 6 bytes, which gives the following additional per packet energy
consumption:

6* 8* 0.23*10°=11.04 J.
For 35 packets this gives atota of:
11.04* 10°* 35=0.386 J.

Another thing is the energy that the idle radio consumes while the packet is
processed. We estimate it by subtracting the theoretical time for sending the
packet from the Tx1 measurement point time and the one second sampling time.

Table 12 Idleradio energy consumption during processing of packets.

LNK/NTW Time Energy ( J)
(bits/bits) (ms)

0/0 253.5 0.356
32/0 253.6 0.357
64/0 253.6 0.357

128/0 2535 0.356
0/32 254.1 0.357
0/64 253.9 0.357

0/128 254.0 0.357

32/32 253.9 0.357

64/64 254.1 0.357

128/128 254.3 0.358

Between each measurement the sensor node will go to sleep for one week. During
thisslegp it isrun by an external crystal clocked at 32 Hz. Because of limitations
of the microprocessor, it must wake up every 8 seconds and synchronize atimer
with the crystal. This synchronization takes an average of

(1/32)/2 =16 ms.
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By cal culating the time the microprocessor is awake and thetimeiit isin power-
save mode during the week of sleep, we get that the active synchronization
periods consume 37.80 J and the power-save periods consume 57.77 Jwhich
gives

37.80+57.77=95.57J.

A battery with 2250 mAh is used which means that the energy available is 26730
Jat 3.3 V. With the values presented above, the lifetime of the node is calculated
to be more than five years, but the decrease in lifetime depending on security
setting can be measured in minutes. Such accuracy cannot be handled by the
energy model used here so these figures are not presented in any more detail.

Because of the relatively large amount of energy consumed on the sleeping
period, the addition of authentication does not consume enough energy to make a
real impact on the lifetime of a sensor node in this use case. It also meansthat if
we assume that the energy consumption of the radio is much larger than presented
here, which is probably the case because we are relying on the ideal transmission
rate, it does not affect the lifetime much either.

10.6Energy Consumption in Use Case 3

In this section we use the same calculations as in section 10.5, but apply them to
use case 3 instead. Recall from section 4.3 that the differences are that only 10

bytes or less are sent for each measurement and they are sent once every second.
We can therefore use the 10 byte payload size test results. Another differenceis
that we assume that getting the temperature data from the sensor is so fast that it

can beignored. Table 13 shows the results from the cal cul ations.

Table 13 Lifetime characteristics of use case 3.

LNK/NTW | Energy / cycle| Lifetime Decreased lifetime | Relative effect on lifetime
(bitg/bits) (J (weeks) (days) (%)
0/0 0.000356 124 0 0
32/0 0.000374 118 42 5
64/0 0.000382 116 58 7
128/0 0.000406 109 107 14
0/32 0.000381 116 57 7
0/64 0.000388 114 72 9
0/128 0.000413 107 119 16
32/32 0.000393 112 82 10
64/64 0.000417 106 127 17

128/128 0.000468 94.5 207 31.29

We can see that the lifetime is dramatically shortened and that instead of minutes,
we can measure the decreased lifetime in days. The relative effect on the lifetime
is many times larger than in use case 2.
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If we assume that we have neglected half of the security independent energy
consumption, the relative impact of security would be smaller even though the
lifetime would be smaller. If we do the same experiment with doubled radio
transmission energy consumption asin use case 2, but extend it to a variety of
different multipliers, we get the characteristics presented in Figure 13. We can see
that the absol ute difference between the different authentication settings is kept
the samefor all radio energy consumption levels. This meansthat the relative
difference increases with higher radio energy consumption.
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Figure 13 Lifetime of sensor nodein use case 3 depending on transmission energy of radio
chip.

10.7Conclusions

For vibration monitoring, which is the main scenario of this study, we conclude
that from the sensor node’ s point of view any security setting can be used. The
reason is that the amount of datathat is sent in one duty and sleep cycleis very
small with respect to the length of the cycle. Considering the whole network, we
should be alittle hesitant about adding too many extra bytes asit affects the
energy consumption of router nodes and other nodes that must wait to transmit
their packets. So using either the 0/64 or 32/32 setting is recommended.

The 0/64 and 32/32 settings are equivalent in energy consumption as shown in the
test results. The biggest advantage of the 32/32 setting is that it limits the effect of
one type of denial-of-service attack as described in section 10.4. On the other
hand, in the real world the 32/32 setting will consume more energy on the router
nodes as they must verify incoming LNK layer MACs and generate new outgoing
LNK layer mAcsfor all packetsthat are routed through them. This extra energy can
be seen in Figure 11 as the difference between the 0/0 and the 32/0 settings. We
can seethat it isvery small, only about 0.03 J per packet. So we cometo the
conclusion, that with the available information, the 32/32 setting is the best setting
for the vibration monitoring scenario.
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For temperature monitoring, the alternate scenario introduced in the analysis, it is
less obvious which setting to choose. The results of the calculationsin section

10.6 indicates that security will make a much bigger impact here than for

vibration monitoring. The choice should again be between the 32/32 and the 0/64
settings, but the 0/32 setting should also be considered depending on how much
security can be allowed to affect the lifetime and if the decreased security can be
tolerated. For this case, further tests with a more detailed energy consumption
model must be performed to distinguish which of the 0/32, 0/64 and 32/32 settings
should be used.
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11 Discussion
This section discusses some remaining i Ssues.

11.1Calculation Weaknesses

There are a number of energy consuming entities and activities that are not
included in the calculations and thereby prohibit the cal culations from being as
accurate as they could be. Some of these are:

The energy required for the radio to wake up from sleep. The
microprocessor energy consumption for this period is included though.

The energy consumption of other hardware components than radio chip
and microprocessor, e.g. LEDS, buttons and memory.

The energy consumption of the microprocessor that can only be measured
with the final application, e.g. energy for putting the payload together from
RAM and for the few clock cycles needed to reset the timer and go to sleep
again each time it wakes up during the sleeping period.

The microprocessor current consumption has only one significant figure.
But to be able to see any difference between the authentication settings,
we must use more than one significant figure. Thisis a source of
inexactness but it should not be a major problem as we are not looking for
exact values.

The assumption that almost maximum sized packets can be sent and the
assumption of fixed size payload. Since it might not be possible to send
packets, including MACS, that are larger than a certain threshold, the packet
size should have been fixed with a payload size that adapts to the size of
the MACS.

The largest insufficiency is that we have not calculated with the rest of the
network in mind. Retransmissions, synchronising and waiting for ACKs are
all examples of activities whose energy consumption depends on the rest
of the network.

This calculation focuses on the energy consumption of one sensor node, but it
would also be interesting to see how the addition of authentication affects the rest
of the network. Transmission of longer or more packets resultsin longer channel
occupation times.

11.2Protection against Attacks

Section 5.3 listed a number of attacks on sensor networks. This section presents
which defences that have been found during the work on this report against some
of the attacks.
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As previously mentioned, protecting the LNK layer frame with aMAC, limits the
effect of denial of service attacks where an adversary injects packets destined for
the base station by stopping them at the first node. Other denia of service attacks,
e.g. through jamming the channel, needs other defence mechanisms.

Zhu et al. (2004, p.6) claim that LEAP protects against clone attacks and syhil
attacks. The reason is that two nodes which have deleted their initial key cannot
establish pair-wise keys, so the cloned node will not be able to establish pair-wise
keysin its new neighbourhood. Further Zhu et a. (2004, p.11) claim that LEAP can
prevent the HELLO flood attack and minimize the effects of the spoofed, altered or
replayed routing information attack and the selective forwarding attack, because
they are only possible in atwo hop zone. Also the only time that an outside
adversary can succeed in launching a wormhole attack is in the neighbourhood
discovery phase.

11.3Solution with Line Powered Router Nodes

In the case where the router nodes are line powered, one can consider using
schemes with public key cryptography, like the BT-scheme. But on the other hand
in section 6.10 we saw that even Certicom, which has commercial interest in
making people use public key cryptography, states that for networks with fewer
than 100 nodes, symmetric cryptography is sufficient. Thereforeit is not really
clear whether to use more resource hungry methods with line powered router
nodes.
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12 Conclusions

This section summarizes and extends the conclusions from section 7.9 and section
10.7.

First, to answer the primary questions at issue we conclude that authentication in
wireless sensor networks can be provided both using symmetric and asymmetric
cryptography, but to date symmetric cryptography is by far the fastest and most
energy efficient.

Some methods of decreasing the energy consumption when adding authentication
have been presented in this report. The most prominent ones are the following:

If communication can be reduced by calculations it should be. So isthe
case in SNEP with the counter that is incremented independently by the
communicating parties instead of being sent with each message.

Put the load where the resources are. If the base station is used asakbc
for pair-wise key establishment it should handle as much of the
communication as possible. Compare SNEP to ZigBee, where SNEP isthe
more efficient one in this respect. Another exampleis the BT-scheme
where the line powered router nodes are allowed to store more keys than
the battery powered sensor nodes.

Keep key establishments local. Thisisthe main advantage of LEAP and it
helps save energy in the rest of the network, because it does not have to
route key establishment messages to a kDc and back again.

It must be noted that saving energy in the key establishment phase is not as
important as saving energy when sending a data message. Thisis because the
number of messages spent on key establishment is so few compared to the number
of data messages sent over the node lifetime. Thus, the most important aspect isto
find the smallest combination of MAcs that fulfills the security goals.

From the practical tests and the analysis of use case 2 we came to the conclusion
that any setting can be used without any significant decrease in lifetime, but the
setting called 32/32 with two 32 bit MACs, i.e. one for the NTW layer packet and
one for the LNK layer frame, is recommended for this scenario. The reasons are the
following:

Authentication on both LNK layer and NTW layer is preferable, because
LNK layer authentication limits the effect of certain denial of service
attacks and NTW layer authentication is required because it provides end-
to-end authentication.

Its security level is sufficient.

It does not add as much packet overhead as the 64/64 and 128/128
settings.



The last argument isimportant because there is no knowledge of how the added
security will affect the lifetime of other nodes in the network, so we want to be a
bit careful. The message format of the 32/32 setting is shown in Figure 14, where
the shades of grey show which parts of the message the MACs protect. The NTW
layer MAC protects the NTW header and the NTW payload and the LNK layer MAC
protects the LNK header, the LNK payload and the NTW layer MAC.

Figure 14 M essage for mat with two MACs.

For the secondary scenario with temperature monitoring one of the 32/32, 0/32, or
0/64 settings should be used. Adding security made a much stronger impact on the
lifetime than in the vibration monitoring scenario, so it might be necessary to use
NTW layer authentication by itself for the benefit of decreased energy
consumption.

From the study of security solutions we came to the conclusion that the key
establishment of LEAP should be used. LEAP provides flexible key establishment
with very little communication overhead and protection from many attacks and is
therefore seen as the best solution.

So our security protocol will ook as follows. When anode is being deployed it
shares a prel oaded pair-wise key with the base station. It then establishes keys
according to the LEAP key establishment protocol, i.e. pair-wise keys with its one
hop neighbors, cluster keys and a global key if needed.

The normal data message, sent from a sensor node to the base station, will include
two MACs as seen in Figure 14. One NTW layer MAC, which is created with the
pair-wise key shared with the base station, and one LNK layer MAC, whichis
created with the pair-wise key shared with the one hop neighbor that the message
will first be sent to. Alternatively, these two keys can be used to generate or
establish session keys that are used to generate the MACS.

The preferred way to provide replay protection would be to include a counter in
the generation of each MAC. Thisis possible for the NTW layer MAC, but since we
are using IEee 802.15.4 we must use the AES-CCM Security suite to get replay
protection for the LNK layer packet, which means that the whole packet gets
encrypted too. The counter for the NTW layer replay protection is handled
according to SNEP.

An important observation is that Acks should be authenticated, but authentication
or integrity protection for ACKsisnot availablein IEee 802.15.4, so it must be
implemented in another way.
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13 Future Work

To fulfill the security goals, replay protection and a key management scheme
must be implemented. The AES-CBC-MAC security suites do not provide freshness,
but it can be done in the NTW layer as described in sNEP. If authentication is
needed for LNK layer packets and replay protection is required there too, one of
the AES-CCM security suites with freshness enabled must be used.

Other than that, further tests with a more detailed energy consumption model that
takes into account the whole network rather than just one node should be
performed. Because as written in section 5.2.2, lost packets, damaged packets and
latency must be considered in the design of the security mechanism.

In awider security perspective there are anumber of different aspects that should
be considered, some of these are:

Secure routing.
Intrusion detection.
Identification of misbehaving nodes.

Detection of denia of service attacks.

Further investigation of the need of multicast and broadcast authentication.

Add authenticated Acks, i.e. do not use the 802.15.4 ACKS.

Fault tolerance

Also the new IEEe 802.15.4b standard should be studied to see which security
enhancements that have been made and an eye should be kept on the devel opment
of public key cryptography, especially ecc, methods and products.
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Appendix A Test Results

The results of the Tx1 measurement point is presented in Table 14, Table 15,
Figure 15 and Figure 16.

Table 14 Tx1 timingswith 10 byte payload.  Table 15 Tx1 timings with 60 byte payload.

LNK /NTW | avg max min LNK /NTW | avg max min
0/0 34417 | 68106 | 26820 0/0 47888 | 85921 | 39620
32/0 37039 | 75472 | 29381 32/0 50153 | 80597 | 42397
64/0 37021 | 75688 | 29383 64/0 51187 [101277| 42395

128/0 39603 | 65237 | 31946 128/0 52493 | 65444 | 44956
0/32 38609 | 52431 | 31102 0/32 53968 | 73127 | 46679
0/64 38603 | 60330 | 31307 0/64 53742 | 62895 | 46649
0/128 40975 | 50093 | 33841 0/128 56546 | 80580 | 49233
32/32 39818 | 67897 | 31297 32/32 53762 | 62866 | 46684
64/64 42103 | 73124 | 33879 64/64 57441 | 96176 | 49208
128/128 | 47251 | 91055 | 39609 128/128 | 63097 | 90835 | 54985
100000
90000
80000
70000
% 60000 - O avg
‘>; 50000 - B max
g 40000 + O min
30000 ~
20000 +
10000 -
o

0/0 32/0 64/0 128/0 0/32 0/64 0/128  32/32  64/64 128/128

MAC lengths (LNK/NTW)

Figure 15 Tx1 timingswith 10 byte payload
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Figure 16 Tx1 timings with 60 byte payload.



Table 16, Table 17, Figure 17 and Figure 18 present the timings of the Rx1
measurement point.

Table 16 Rx1 timings with 10 byte payload.

Table 17 Rx1 timings with 60 byte payload.

LNK /NTW | avg max min LNK /NTW | avg max min
0/0 8799 | 9897 | 7915 0/0 21991 | 23154 | 21172
32/0 10933 | 12063 | 10336 32/0 22980 | 24108 | 22241
64/0 11754 | 13100 | 10909 64/0 24023 | 24930 | 23267
128/0 12776 | 13961 | 12059 128/0 26049 | 27249 | 25098
0/32 12247 | 13390 | 11438 0/32 29741 | 30951 | 28846
0/64 13684 | 14761 | 12797 0/64 31043 | 32209 | 30181
0/128 16456 | 17797 | 15693 0/128 33990 | 35134 | 33156
32/32 14257 | 15489 | 13406 32/32 30770 | 31976 | 29908
64/64 15760 | 16821 | 14885 64/64 33046 | 34265 | 32079
128/128 | 20563 | 21722 | 19836 128/128 | 38199 | 39726 | 37330
25000
20000 +
% 15000 -| O avg
>
; B max
3 10000 | — M |omin
o
5000 - — — -
0 4 T T T |
0/0 32/0 64/0 128/0 0/32 0/64 0/128 32/32 64/64 128/128
MAC lengths (LNK/NTW)
Figure 17 Rx1 timingswith 10 byte payload.
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Figure 18 Rx1 timings with 60 byte payload.
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Table 18, Table 19, Figure 19 and Figure 20 present the timings of the Tx2
measurement point.

Table 18 Tx2 timings with 10 byte payload

Table 19 Tx2 timings with 60 byte payload.

Figure 19 Tx2 timingswith 10 byte payload.

NTW avg max min NTW avg max min
0 5 5 5 0 5 5 5
32 1667 | 1798 | 1664 32 4292 | 4499 | 4175
64 1913 | 2361 | 1819 64 4590 | 4642 | 4341
128 2358 | 2361 | 2281 128 4909 | 4966 | 4656
2500 6000
8 2000 - »n 5000 -
%> 1500 B avg %> 4000 4 favg
o B max © 3000 ® max
X
3 1(5)82 O min E 2000 O min
© O 1000
0 0
0 32 64 128 0 32 64 128
MAC length MAC length

Figure 20 Tx2 timings with 60 byte payload.

Table 20, Table 21, Figure 21 and Figure 22 present the timings of the Rx2
measurement point.

Table 20 Rx2 timings with 10 byte payload.

Table 21 Rx2 timings with 60 byte payload.

NTW avg max min NTW avg max min
0 5 5 5 0 5 5 5
32 2758 | 3003 | 2748 32 6974 | 7456 | 6904
64 3078 | 3078 | 3078 64 7513 | 7752 | 7482
128 3739 | 4195 | 3656 128 8185 | 8624 | 8161
5000 10000
$ 4000 £ 8000
° o avg ° O avg
> 3000 1 B mx > 6000 o e
S 2000 _ ¥ 4000 _
G 1000 0 min £ o0 0 min
0 0
0 32 64 128 0 32 64 128
MAC length MAC length

Figure 21 Rx2 timings with 10 byte payload.

Figure 22 Rx2 timings with 60 byte payload.
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Table 22 and Table 23 present the energy consumption of the two test points. The
energy consumption was calculated from the average values presented above
according to the energy consumption model in section 8.4.

Table 22 Energy consumption of test point 1

LNK/NTW Payload size 10 bytes Payload size 60 bytes
(bitsbits) e () | Er() [ Era( ) | En( ) | Er( I [ Era( )

0/0 0.18 0.08 0.26 0.33 0.23 0.56
32/0 0.20 0.10 0.30 0.34 0.25 0.59
64/0 0.21 0.11 0.32 0.35 0.26 0.61
128/0 0.23 0.13 0.36 0.37 0.28 0.65
0/32 0.21 0.10 0.31 0.36 0.27 0.63
0/64 0.21 0.12 0.23 0.36 0.29 0.65
0/128 0.24 0.14 0.38 0.39 0.31 0.70
32/32 0.22 0.12 0.34 0.36 0.29 0.65
64/64 0.24 0.14 0.38 0.39 0.31 0.70
128/128 0.29 0.19 0.48 0.45 0.36 0.81

Table 23 Energy consumption of test point 2

NTW 10 byte payload 60 byte payload
ETx ( J) ERX ( J) ETot ( J) ETx ( J) ERX ( J) ETot ( J)
0 0.02 0.02 0.04 0.02 0.02 0.04
32 14 19 33 25 36 61
64 22 28 50 33 46 79
128 39 47 86 49 65 114
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Appendix B Abbreviations and Acronyms

ACK Acknowledgment

AES Advanced Encryption Standard

BT-scheme | Bohge and Trappe-scheme (authentication framework for
hierarchical ad hoc sensor networks)

CA Certificate Authority

CBC Cyclic Block Chaining

CSMA-CA | Carrier Sense Multiple Access-Collicsion Avoidance

CTR Counter

ECC Elliptic Curve Cryptography

ECDLP Elliptic Curve Discrete Logarithm Problem

|IEEE Institute of Electrical and Electronics Engineers

KDC Key Distribution Center

LEAP Localized Encryption and Authentication Protocol

LNK Link (layer), mainly used to refer to medium access control sublayer

MAC Message Authentication Code

MIC Message Integrity Code

NTW Network (layer)

PHY Physical (layer)

PKC Public Key Cryptography

RAM Random Access Memory

ROM Read Only Memory

RF Radio Frequency

RSA Rivest, Shamir, Adleman (asymmetric encryption algorithm)

SPINS Security Protocols for Sensor Networks

SNEP Sensor Network Encryption Protocol
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TESLA Timed Efficient Stream L oss-tolerant Authentication
TSMP Time Synched Mesh Protocol
TESLA Micro Timed Efficient Stream Loss-tolerant Authentication
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