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1 Summary

Web servers have to be protected from overload since overload can lead to unpredictable response times,
low throughput and even loss of service. To protect servers from overload several admission control archi-
tectures have been developed [1, 4, 5, 6, 2, 3, 8].

Many of these architectures can reject or accept connection requests based on information provided in the
HTTP header [3, 8]. Persistent connections allow HTTP clients to send several requests on the same TCP
connection to reduce client latency and server overhead [7]. Persistent connections are also a challenging
problem with respect to admission control since the resource consumption of the requests is unknown at
the time the admission control decision has to be made, i.e. when the web server receives the first request
on a persistent connection. For example, a user visiting the home page of a company might either leave
the company’s web pages after visiting a single page or might initiate a long session. Obviously, a long
session demands much more resources. Admission control is thus a trade-off. If admission policies are
too restrictive, potential customers might be rejected unnecessarily resulting in loss of revenue. If one is
too optimistic, the server may become overloaded with unpredictable response times and low throughput
as a possible consequence. Even well-engineered adaptive overload prevention schemes suffer from this
problem. For example the onset of overload may not be predicted with sufficient accuracy due to workload
fluctuations. This defines the goal of our work: To avoid uncontrollable overload while maximizing access.

In [8] we presented kernel-based mechanisms that provide admission control and service differentiation
based on filter rules associated with connection and application level information. We have shown that
kernel-based mechanisms are more efficient and scalable than controls implemented in user space. In this
paper, we extend this architecture to provide kernel-based control of persistent connections. The goal of
our overload mechanism is to allow users to complete the sessions (by session, we mean a sequence of
individual requests on the same TCP connection) that are regarded as important as well as sessions initiated
by users that are regarded as important (for example, users having a service agreement with the site), even
when the server becomes overloaded. For example, a session can be regarded as important when the client
has placed some items into a shopping bag and thus the likelihood that the client will eventually purchase
some items is high. On the other hand, if an unknown user is browsing the site with no evidence that the
user might purchase something and an unexpected overload situation occurs, it might be more important to
preserve other connections.

We have decided to judge the importance of persistent connections based on the cookies found in the
HTTP header. The major advantage of using cookies is that all the information needed to determine the
current importance of a connection is found in the HTTP and lower layer protocol headers. Cookie-based
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connection control is also flexible: When the application is changed, only the filter rules associated with
the affected cookies need to be updated. Furthermore, cookies do not only contain information about the
current session, but also longer lasting information such as customer identification.

Based around the notion of cookie-based connection control, we extend the architecture presented in [8].
Our experiments, not shown in this summary, show that our approach can prevent server overload and also
provide service differentiation under high load. Our approach can also be implemented in the web server
or in a middleware layer.
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2 More Information

More information on the project can be found at:
http://www.sics.se/˜thiemo/pamp

A more detailed HTML version of this paper can be found at:
http://www.sics.se/˜thiemo/snart
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